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3ALLUNTA BUSHECA CETrOAHA —
3TO BKJIAA B BE3OINACHOE 3ABTPA

Kaxxabl AeHb MUnnnmapabl noaen pa60Ta+0T C pPa3snyYHbIMN OaHHbIMW N NEPEnaroT UX Yepes
MHTEPHET. O6bmeH MHq)opMaLl,VleI;l Mexay KoMMNaHnaMmn, nx CoOTpygHmMkKamn, KnmeHTamMmm mn no-
CTaBLWMKaMM nMponcxogmT HEMPEPbIBHO MO BCEMY MUNPY. 3T0 paet 6V|3Hecy o4vyeBmaHblE Mpen-
MyLieCTBa, HO OAHOBPEMEHHO CO34aeT AOMNOMHUTEIbHbIE PUCKN ON14 VIHCI)OpMaLI,I/IOHHOVI 6e30-

MacHOCTU KOMMaHUN.

Mo paHHbIM «JlabopaTopum Kacnepckoro», exe-
LIHEBHO nosBasieTcs okono 310 Tbic. HOBbIX O6pa3-
LoB BpegoHocHoro MO. Bmecte ¢ aTum pacteT
yulep6 oT ycrnelwHbix KnbepaTak. o pe3ynbraTam
MNCCNefoBaHNS™, AN KOMMNAHWI Manoro 1 CpeiHero
6um3Heca B 2015 rogy oH cocTtasumn okono 900 Thicay
py6bnen. B aTy cymmy BXoaaT onnaTa ycnyr npusne-
YEHHbIX CMeunanncToB ANng YCTpaHeHWs nocnep-
CTBUI, yNyLlEHHble 6U3HEC-BO3MOXHOCTU 1 YObIT-
KW, BbI3BaHHbIE MPOCTOEM.

B a1OM CMTYaLMmM KOMMAHWSM NPUXOAUTCS YAENSTb OCO-
60€e BHMMaHWe YCUNEHUIO 3aLLUMTbl CBOen I T-MHdpacTpy-
KTypbl. VIMeHHO noaToMmy «JlabopaTtopus Kacnepckoro»

npeanaraeT 3alMTHble pelleHns, pa3pabdoTaHHbIe
Ha eMHOM TEXHONOrMYeckon 6ase U OPUEHTUPO-
BaHHble HE TONMbKO Ha 60pPbOY C CYLLECTBYIOLWMMMN
yrpo3amu, HO U Ha NPeaoTBpaLLEHME HOBbIX, eLle
He MN3BECTHbIX Yrpo3. [TOMUMO roTOBbIX MPOAYKTOB,
Mbl TaKXe npenfiaraem psig CEpBUCOB, B TOM YucCe
PaCLUMPEHHYIO TEXHNYECKYIO MOAAEPXKKY M 3aLLUTY
ot DDoS-atak Kaspersky DDoS Prevention.

MpUHUMN Halen paboTbl MPOCT: NyYllas SKCNepTu-
33 B COYETAHUN C NYYLUIMMU TEXHONOTUAMMK MO3BO-
NAOT 06ecneynTb NYyYULLYIO 3aWMTY KOPNOPaTUBHOM
IT-nHdpacTpyKTYypbI.

* iccnenoBaHume «/HbopMaLmoHHas 6e30nmacHOCTb 613Heca», «JlabopaTopus Kacnepckoro» 1 B2B International, 2015 roa.
OnpoleHo 6onee 5500 IT-cneumanncTos 13 6onee Yem 25 CTpaH No BCeEMy MUPY, BKtoYas Poccutio.

Pewenus ans 6usHeca: www.litek.ru/kes-business Pelwenue Cloud: www.litek.ru/kes-cloud


NZ
Решения для бизнеса: www.litek.ru/kes-business Решение Cloud: www.litek.ru/kes-cloud


PELUEHUA «JIABOPATOPUU
KACMEPCKOIoO»

Ina manoro v cpegHero 6usHeca

Ana manoro
6u3Heca

Kaspersky Small
Office Security
MHoroypoBHeBas 3awimTa “
npocToe ynpasieHne Ans

He6ObLLOM KOMMaHUK A0 25
COTPYLHMKOB.

O6nayHoe yrnpaBneHune

Kaspersky Endpoint
Security Cloud

O6nayHas KOHCOMb ymnpasne-
HUS, OOCTymHas Ha to6oM
NOAKMOYEHHOM K WMHTEPHETY
ycTponcTtee. KoHconb NoaHO-
CTblO rOTOBa K paboTe U He
TpebyeT npuobpeTeHus [O-
MOSIHUTENBHOrO  06OpPYAOBa-
Hus.

JlokanbHbI cepBep yrnpaBneHus

Kaspersky Security
019 6u3sHeca

Heckonbko ypoBHeN 3almTbl 6GU3He-
ca C HapacTalwmM GYHKLNOHANOM.
Vxe Ha yposHe CTAHIAPTHbIV pe-
lweHve obecneymBaeT 6e30MaCHOCTb
pPabouMx MECT, CEPBEPOB U MOBUIBHBIX
YCTPOWCTB, a TaKXKe npeasiaraeT MHCTPY-
MEHTbI KOHTPOJIS MPOrpamMMm, YCTPOMCTB
1 Beb6-Tpaduka. Ha cnemyolmx ypoBHsxX
K 3TOMy fobaBnseTcs WndpoBaHMEe faH-
HbIX, CPeACTBa CUCTEMHOIO aAMUHMU-
CTPUPOBAHUS U APYrie BO3IMOXHOCTM.

CneunanusnpoBaHHbIe peLLeHus

«JlabopaTopus Kacnepckoro» npennaraeT psa cneLmanm3vpoBaHHbIX pe-
LUEeHW AN 3alUMThl OTAENbHbIX Y3/10B CETU: AN BUPTYasbHbIX cpen, no-
YTOBbIX CEPBEPOB, CUCTEM XPAHEHMUS AaHHbIX U T. 4. VIX MOXHO npunobpe-
cTun B cocTase Kaspersky Security ana 613Heca nnm oTaenbHo.



KASPERSKY SMALL OFFICE SECURITY

Hebonblive KOMMaHWUM MOCTOSHHO CTaNIKMBAIOTCS C TEMU XKe YTPOo3aMu, YTO U KPYTHble KOPMo-
paumn. OQHaKO PeCcypCoB Y HMX 3HAYNTENbHO MeHbLLEe — 1 GUHAHCOBBIX, U KaapOoBbIX. IT-oTaen,
KakK MpaBWio, OTCYTCTBYET, W aXKe CUCTEMHbIN aAMUHUCTPATOP LaNeKko He Bcerga paboTaet
B WTaTe. IMEHHO NO3TOMY HEGONBbLUVMM KOMMAHUAM TpebyeTcst MPOCTOE, KOMIMIEKCHOE N KO-
HOMMYeCKN 3bbEKTUBHOE peLlieHne, KOTOPOE CMOXET NPOTMBOAENCTBOBATL OCHOBHbIM K1be-

pyrposam.

Kaspersky Small Office Security — 1o nepenosbie TexHONOMMM 3aLWMTBI B COYETAHMM C TPOCTOTOM
YCTaHOBKM 11 HACTPOWKM 1 YAO6CTBOM MCMONb3OBAHMS.

Pe3epBHOe KOMMpPOBaHMe U WndpoBaHMe
3aLLMLLAIOT OT MOTEPW LIEHHYIO AENOBYIO MHPOPMALINIO.

TexHonormnsa «besonacHble NaaTeXxm» obe-
creymBaeT 6e30r|a<:Hb|e OHﬂaVIH-TpaH3aKLI,MM
M npoBepdeT onepauMoHHYO CUCTEMY Ha Haln4vne
YSABUMOCTEN, KOTOPbIE MOTYT YrpoXaTb GUHAHCO-
BOWN 6e30ﬂaCHOCTI/I.

MopnepxuBaembie NnaTtGopMbl

O6nayHas KOHCONb YNPaBAE€HUS nossonset
ynpasndaTb 38LLI,VITOI>I KOMMaHuM B ntob6oe BpemMa 13
MO60OV TOUKM MMPa.

3aLL|,VITa OT WHTEPHET-YrpoO3 npoTtmsoaen-
CTBYeT GULLIMHIY, Cramy K APYrMM PacrpoCTpaHeH-
HbIM MeTOoaM MPOHUKHOBEHMWS B KOPMOPATUBHYIO
CETb.

PeweHne obecneurBaeT 3alNTy CaMbIX PacCrnpoCTpaHEHHbIX ﬂ)'laT(bOpM, MCMNOJIb3yEMDbIX B He60MbLLMX

KOMMaHUAX.

=

Daiinosble cepBepbl
Windows

KomnbioTepbl M HOYT6YKM
Windows®

y %
KomnbloTepbl
1 HOyT6YyKMn Mac®

Mo6unbHble ycTpoitcTBa
Android™

Pelwenusa gna 6usHeca: www.litek.ru/kes-business Pewwenune Cloud: www.litek.ru/kes-cloud
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KASPERSKY ENDPOINT SECURITY CLOUD

CeronHs KI/I6epI'IpeCTyI'IHl/IKI/I BCE Yallle HauenMBatoTCs Ha Masbli Cpe,L'J,HI/IVI 6U3HecC, BMAOS B
HEM Nerkyro ,D,O6bILly. M 0enCTBUTENbHO, TaKMe KOMMaHUN He MOTYT TPAaTUTb Ha obecneyeHne
IT-6€30MacHOCTU CTOMbKO e, CKOJIbKO KpyrHblEe NpeanpuatTnd. OH HY>XXOaOTCA B rOTOBOM pe-
LUEHNW, KOTOPOE NPOCTO YCTAHOBUTb N KOTOPbLIM MPOCTO YMNPaB/idTb — Ha MeCTE NI yaaNeHHO.

Kaspersky Endpoint Security Cloud otseuaet 31um notpeéHocTam 6usHeca 1 npeanaraeT 3alim-
Ty KOMMbIOTEPOB, MOGUNbHBIX YCTPOMCTB U haitNoBbIX CEPBEPOB U3 O6MAUHOM KOHCOMM YrPaBNeHMs, KO-
TOpas He TpeGyeT MOKYMKM AOMONHUTENLHOTO 060PY/ACBAHMS W MO3BONSET YNPaBAsTb CUCTEMOM 6e30-
MacHOCTN KOMMaHUK C M060ro YCTPOMCTBA, MOAKIOYEHHOTO K MHTEPHETY.

YaaneHHbI aAMUHNCTPATOP

™

L
WV

KoHconb ynpasneHuns

CeTb koMnaHuy Nel CeTb KoMnNaHum Ne2

ml= () mh=

Kaspersky Endpoint Security Cloud

Moapo6Hee o pewenun Cloud: www.litek.ru/kes-cloud
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KASPERSKY ENDPOINT SECURITY CLOUD

HapexHas MHOroypoBHeBad 3allTa U MaKCMMaJlbHO MPOCTOE yrnpaBneHne

» O6navyHas KOHCOJb, KOTOPas YNpPoLLAeT aAMUHUCTPUPOBaHME

* 3aLUMTa KOMMbIOTEPOB, HOYTOYKOB 1 GanioBbix CepBepoB Ha 6asze Windows

» be3onacHOCTb MO6UbHBIX YCTPOMCTB Ha 6a3e iOS® 1 Android

* [penycTaHOBNEHHbIE MOAUNTUKN 6€30MaCHOCTU, pa3paboTaHHbIe SKCNepTamMm

¢ [NONHOCTbIO FTOTOBOE peLleHne — He TpebyeTcs MoKynaTb AOMNONHUTENbHOE O60PYAOBaHME

« [Ins cepBMCOB-MPOBaNAEPOB: MPOCTOE YrpaBAeHNe NONUTUKaMM 6€30MaCHOCTU Pa3HbIX KOMMAHWA 13
eINHOWN KOHCONU

JlokanbHOe unn obnayHoe ynpaBieHne — B YeM pa3Huua?

OCHOBHas pa3HuWLa 3aK/IYaeTCs B KOHCOMN aAMUHUCTPUPOBaHNS. JIoKanbHas KOHCOMb AaeT aAMWHU-
CTpaToOpaM 60/blie BO3MOXHOCTEN. B TO e BpeMs 061auHas KOHCOb MPOLLE U AOCTYMNHee — 19 yrpaBs-
NeHUS CUCTEMOWM 6€30MAaCHOCTUN HE HYXKHO MMETb MYH6OKNX TEXHUYECKMX 3HAHUIA.

Bce HeobxoauMble yHKLMM yNpaBaeHus cobpaHbl B 06/1aKe, KOTOpPOe paboTaeT Ha Ilo6OM YCTPOMCTBE,
MOAK/IIOYEHHOM K MHTEPHETY. DTO OCOHBEHHO YO6HO A1 KOMMAaHUI, KOTOPbIE UCMOSb3YIOT BHELIHUX af-
MUHUCTPATOPOB A/ YAaNeHHOrO yrnpasneHus | T-6e30nacHOCTbIO.

KpOMe TOro, obnavyHoe peweHnsa sKOHOMUNYHee: B OTNINYNE OT JIOKaslbHbIX peLueH|/|171, KOMMaHMN HE HY>XXHO
BblAENSATh BIOKET HAa OOHOBNIEHME MapkKa o6opyuosava.

* KOHCONb Cpa3sy rotosa K paboTe
* YNpaBneHue C toboro ycTpomcTBea
o [JOCTYMNHO BCEM, a He TOMbKO aKCMepTamM

PelweHnusa gnsa 6usHeca: www.litek.ru/kes-business Pewwenune Cloud: www.litek.ru/kes-cloud


NZ
Решения для бизнеса: www.litek.ru/kes-business Решение Cloud: www.litek.ru/kes-cloud


@ @ @

KASPERSKY SECURITY AJ11 BUSHECA

CerogHs, B YCNoBUMAX POCTa KOIMYECTBA N CJTOXXHOCTU KM6epyrpo3, 060 KOMMaHUK HEOBXO-
OMMO 0bnanatb HOBEMLVMM MHCTPYMEHTaMM 3alLlNTbl N MOMHNTb O TOM, 4YTO 60NbLINHCTBO KN-
6epaTaK Ha npeanpuatmna Ha4ynHaeTca C NCroJib30BaHUA yﬂ3BI/IMOCTeVI yCTpOI;ICTB COTPYAHMKOB.
IMeHHO 3¢¢eKTl/IBHaFI 3allnTa KaxXgoro pa6oqero MeCTa — KaK CTauMOHapHOro, Tak 1 MO6UIIb-
HOro — CO34a€T HaAeXHYKO OCHOBY OJ14 p€ann3aunm CTpaTernm obecneyeHmns 6e30MacHOCTM.

[Ins KOHTPONS M 3aWMTbl Pa6OYMX MECT, a TakxKe obecrneyeHns 6e30MnacHOCTN NepruMeTpa KopnopaTmB-
Hom ceTu «JlabopaTopusa Kacnepckoro» npefnaraet nuHenky Kaspersky Security ons 6msHeca. Ontrmans-
HbIM 06pa3oM MoA06pPaHHbIE MHCTPYMEHTbI U TEXHONOTUU GOPMUPYIOT HECKOBKO YPOBHEW peLleHUns
C HapacTaloWmM GYHKLMOHANOM.

Kaspersky Endpoint Security ans 6msHeca CTAHOAPTHbBIVA — sawuta komnbiotepos,
HOYTBYKOB, MOBUMbHBIX YCTPOWMCTB U altnoBbix CepBepOB. KOHTPOMb MCMONb30BaHUA MPOrpamm,
YCTPOWCTB 1 MHTEPHETA. 3aLUuTa OT WidpoBaHUs. LieHTpann3osaHHOe yrpaBaeHue 13 eAUHOM KOHCONM.

Kaspersky Endpoint Security ans 6usHeca PACLUMPEHHbIV — urcrpymertel yposhs CTAH-
OAPTHbIW, a Takke cpelcTBa CUCTEMHOIO aaAMUHUCTPUPOBaHNS, WKMPPOBAHME AAHHbBIX, MOHWUTOPWUHI
YSI3BUMOCTEW 1 aBTOMaTUYeCKas yCTaHOBKA UCMPaBNEHNIA.

Kaspersky Total Security ana 6usHeca — uHctpymenTsl yposHs PACLUVMPEHHbIV, a Takxe 3alumTa
MOYTOBbLIX CEPBEPOB, CEPBEPOB, COBMECTHOWN pa6OTbI M UHTEPHET-LIKO30B.



KASPERSKY SECURITY AJ11 BUSHECA

YpoBHu Kaspersky Security pna 6usHeca

3awuTa cepsepos

MOYTOBbIX CEPBEPOB
N NUHTEPHET-LWNIO308B

\
1 e ]
I3 ‘% B + + = + + 2+
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LleHTpanusoBaHHoe  3awmTa oT 3awmTa pannoBbix  MIHCTpyMEHTbI YnpaBneHue WndposaHue CuctemHoe
ynpasneHue BPeAOHOCHOrO cepBepoB KOHTpONs MOGUNbHBIMM LLaHHbIX aAMUHUCTPUPOBaHME COBMECTHOW PaboThl,
MO n CeTteBowt yCTpOMCTBaMM
3KpaH M UX 3aWwmTa
CTAHOAPTHbIN
PACLUMPEHHbBIN
TOTAL

EnvHas koHconb

ALMUHNCTPATOP MOXEeT Habhto-

[aTb 32 COCTOSIHMEM 3aLUMTbl BCEX
dU3NYECKnX, BUPTYanbHbIX U MO-
OUNbHBbIX YCTPOMCTB, a TaKxke
yMpaBaaTb Mx 6€30MaCHOCTLIO U3
€IMHOW KOHCONN. DTO yCKopseT
paboTy 1 yNpoLlaeT KOHTPOb.

EovHaa nnatdopma

Bce kntoveBble TexHoNnornm, GyHk-
LMOHa/IbHbIE KOMMOHEHTbI U MO-
Lynv  pa3pabaTbiBaloTCs  BHYTPMU
KOMMaHWM Ha COGCTBEHHOW Tex-
Honormnyeckom 6ase. bnarogaps
3TOMy pacTteT 3PPeKTUBHOCTb
3alLUMTBI, CHWKAETCH Harpyska Ha
CUCTEMY W MOBbILLAETCS CTabWb-
HOCTb PabOoTbl MPUNOXKEHWI.

Pelwenusa gna 6usneca: www.litek.ru/kes-business Pewwenune Cloud: www.litek.ru/kes-cloud

EnnHas nnueHsusa

Bbl monyvaeTe He psn OTAENb-
HbIX peLleHMN B pamMKax OAHOM
MOKYMKK, a npuobpeTaeTe enm-
HO€ KOMIIEKCHOE peLLeHme, B KO-
TOPOM OMTUMasbHbIM O6Pa3OM
o6beIMHEHbl BCE HEOBXOMMblE
ONS 3alMTbl  Bawero 6u3Heca
TEXHONOTNN.
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3ALLUTA OTAEJ/IbHbLIX Y3/10B

Bce y35bl 1 ypOBHM KOPMOPATMBHOM CETU HY)XAAIOTCS B HAAEXKHOW CreLmManm3nMpoBaHHOW 3awmnTe. «Jla-
6opaTopus Kacnepckoro» npennaraeT psg peleHni ansg obecrnedyeHuns 6€30MnacHOCTM OTAENbHbIX Y3108
ceTun. Kpome TOro, KnneHTam AOCTYMHbI r’bKmMe 1 3PpPeKTUBHbIE CPEACTBA CUCTEMHOIO aAMUHNUCTPUPO-
BaHuWs. YNpaBaeHMe NoYTn BCEMM 3aLLNTHBIMU PELIEHUNSIMU 1N TEXHONOTUSAMIN OCYLLECTBASETCS C MOMOLLBIO
eIMHOW YHMBepCanbHoM koHconu Kaspersky Security Center.

CI‘IeLl,I/IanVI3VIpOBaHHbIe peweHna ons:
CUCTEMHOIO
MOYTOBbIX CEpBEpPOB MHTEPHET-LLU/TIO30B El AAMVHUCTPUPOBaHUA

danoBbIx cepeepoB BUPTYalbHbIX Cpes E CUCTEM XPaHEHUS LaHHbIX

CepBepPOB COBMECTHOM

paboTbi 3aWuTbl oT DDoS-aTak

MOGWbHbBIX YCTPONCTB

&) W ©)

STV NPOAYKTbI MOMYT MPUOBPETaTHCS B AOMONHEHME K YPOBHAM Kaspersky Security ans 61sHeca nav oTaensbHo.

Pelwenusa gna 6usHeca: www.litek.ru/kes-business Pewenune Cloud: www.litek.ru/kes-cloud
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KASPERSKY SECURITY
A9 BUPTYAJIbHbIX CPEL

Kaspersky Security ons BMpTyanbHbIx Cpef cneumnanbHO pa3paboTaHO C y4eTOM OCOBEHHOCTEN BUPTYasb-
HOW IT-MHPPACTPYKTYpbl. DTO pelleHme obecrneynBaeT BbICOYaNLLNIM YPOBEHb 3aLLUMTbI S8 BUPTYasbHbIX
cpen Ha 6a3e VMware® vSphere®, Microsoft® Hyper-V®, KVM u Citrix® XenServer®.

Kaspersky Security on BMpTyanbHbIX CPeA NpefyCMaTpVBaEeT ABa BapMaHTa pa3BepPTbIBaHNS.

PacwumnpeHHas 3awmTa Ha 6a3e
NErkKoro areHTa

Jlerknm areHT, yCTaHaBNMBaEMbIV Ha KaX a4yt BUPTY-
aNbHYIO MaLUMHY, MO3BONSET MCMOMb30BaTh PaCLUn-
peHHbIN GYHKUMOHaN ans obecneyeHuns nbesonac-
HOCTK BM, B TOM Yncne MOHUTOPUHT YSI3BUMOCTEN,
KOHTPONb MPOrpamMMm, YCTPOWCTB U BE6G-KOHTPOSb,
MPOBEPKY COOBLLEHNN B MECCEHIKEPAX, MOYTOBbIN
1 Be6-aHTUBMPYC, a TakXKe nepefoBble 3BPUCTUYE-
CKMe MeTObl 3aLUMThI.

3awumTa 6e3 areHTa g cpej,
VMware

3awmTa 6e3 areHTa OKasblBaeT MUHMMaNbHOE BO3-
[EeNCTBME Ha NPOU3BOAUTENBHOCTL CUCTEMbI. Kpo-
Me TOro, CHWXaeTCs NOTPEOHOCTb B aAMUHUCTPU-
pOBaHUN, U Kaxaas BM okasbiBaeTcs 3alimLLeHHOM
Cpa3sy e Moc/ne BKOUYEHUs. DTOT BapUaHT NMOAXO-
ONT ana uHGpacTpykTyp VMware, KOTOpble HyxAa-
IOTCS B 3alUMTe Ha ypoBHe GanioBOW CUCTEMbI U
KOpNOpaTUBHOM CETU.

11



]| KASPERSKY SECURITY
A9 BUPTYAJIbHbIX CPEL

3awumTa Ha 6a3e N1erkoro areHTa
MpUHUMMNbI PABOTHI

Nerknin areHT BupTyanbHoe ycTpoiicTBo 6esonacHoctn (SVA)

« MNepepnosas 3awumTa ansg cepsepos 1 VDI * AHTUBMPYCHbIE 6a3bl

* 3alMTa NaMsaTh U NPOLLECCOB « LleHTpanv3oBaHHas npoeepka darnos
o KOHTPO/Ib MPUNOKEHNI 1 YCTPONCTB 1 Beb-KoHTponb e OTKa30yCTOMYMBOCTb

« 3awwmTa oT BpeaoHoCcHOro MO ans NoyTsl, MHTEPHETa U MECCEHAXEPOB « Pacnpezaenervie 3anay nposepkm

e TexHONOrMM aBTOMATUYECKOW 3aLLUMThl OT SKCMIONTOB

SRS SRTN

TMIMEPBIN3OP

Pelwenusa gna 6usHeca: www.litek.ru/kes-business Pewwenune Cloud: www.litek.ru/kes-cloud
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KASPERSKY SECURITY .
AN MOBUJIbHbIX YCTPOUCTB

Mo6unbHblE YCTPOWCTBA BCE Yallle CAy)KaT MULLEHbIO ANS aTak KMGepnpecTynHMKOB. B To e
BpPEMs MOANTVKA UCMOJb30BaHNS IMYHBIX YCTPOWCTB B paboumx uensax (Bring Your Own Device,
BYOD) paclumpseT Arana3oH yCTPOWCTB B COCTaBe KOPMOPATUBHOM CETU, YTO YCNOXHSET aj-
MWHUCTPATOPaM KOHTPOb [ T-MHOPaCTPYKTYPbI.

Kaspersky Security ans MO6UbHbLIX YCTPONCTB obecrneymBaeT 6€30MacHOCTb CMapTPOHa UK MaaHLWeTa
COTPYAHMKA HE3ABMCKMO OT €ro MecToHaxoxaeHus. PelleHne 3alpilaeT OT NOCTOSIHHO Pa3ByMBaloLLEro-
cs1 BpegoHocHoro MO ang Mo6ubHbIX YCTPOWCTB M MO3BONSIET OCYLLECTBAATb MOHUTOPUHT 1M KOHTPO/b
CMapTHOHOB M MNaHLWETOB B Ballein KOPNOpaTUBHOM CETU N3 eAMHOM KOHCOAN U C MUHWUMASbHbIM BNS-
HUEM Ha paboTy NOb30BaTENEN.

MPEMMYLLECTBA PELLEHUSA

» HagexHas 3awmTa oT BpegoHocHoro MO * YnpaBneHne MO6UbHbIMW YCTPOMCTBaAMM
e 3alKMTa OT Crnama 1 GULLMHIOBbIX CChIIOK » [MopTan caMoo6CnyKMBaHWS

* KOHTpoOnb nporpamm n Be6-KoHTponb » LleHTpanusoBaHHOe ynpaBneHue

 BbisiBNeHWe NOMbITOK PyTUHra/mkennépenkmHra o Be6-KOHCONb
o KoHTelHepu3aums o [Monnepyka nonynspHeix nnatdopm: Android™,

iOS® n Windows Phone®
e AHTU-Bop

MpuMeyaHne: Habop AOCTYMHbIX GYHKLMI 3aBUCUT OT 3aLLMLLIGEMON MNAaTPOPMBbI. 13



KASPERSKY SECURITY .
AN MOBUJIbHbIX YCTPOUCTB

NEPEAOBAS 3ALLIUTA OT BPEAJOHOCHOIO MO

Kaspersky Security ans MO6unbHbIX YCTPOWCTB CO-
yeTaeT 3awmTy OT BpenoHocHoro 1O ¢ apyrmm
TEXHONOrMsSMM 6€30MacHOCTM, YTO NO3BONSET Obe-
CMeYnNTb MHOTOYPOBHEBYIO 3aLUMTY AaHHbIX, XPaHsI-
LLMXCS HAa MOBUBHBIX YCTPOMCTBAX, OT M3BECTHbIX U
HOBbIX YrpO3.

YMPABJIEHUE MOBWUJIbHbIMU YCTPOWUCTBAMMU

(MDM)

MHTerpaumsa co Bcemy OCHOBHbIMU MaaTGopMamm
015 YyNpaBneHns MOBUbHBIMK YCTPOWNCTBAMM MO-
3BOJISIET OCYLLECTBATL Pa3BEPThIBAHWE N KOHTPOSb
yoaneHHo (Over-the-Air, OTA).

YMNPABJIEHUE MOBWJIbHbIMW
NPUNOXEHUAMU (MAM)

TeXHONOTMN KOHTENHEepPM3aLUMM OTAENSOT KOPMo-
paTMBHbIE JaHHble OT MepPCOHasbHbIX, a KOHTPOsb
NPUNOXEHUN MOMOraeT OnpenennTb NPUIOXKEHNS,
KOTOpble pa3pellaeTcs MCMoAb30BaTh B KOpropa-
TVBHOW CeTW.

LUEHTPAJIN3BOBAHHOE YIMPABJIEHUE

BO3MOXHOCTb  yNpaBAsTh MOGUbHBIMW YCTPOW-
CTBaMU Ha 6a3e pasnnyHbIX NIaTGOPM Yepes Ty xe
€LIMHYIO KOHCOSTb, KOTOPast CAYXWUT L1 yrpaBieHns
3aLLUMTON OCTasbHbIX PAGOUYNX MECT.

Pelwenusa gna 6usHeca: www.litek.ru/kes-business Pewwenune Cloud: www.litek.ru/kes-cloud
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KASPERSKY SYSTEMS MANAGEMENT

LleHTpanm3oBaHHOE M aBTOMATU3NPOBAHHOE BbINMOJIHEHNE OCHOBHbIX 333y, CBA3aHHbIX C 0be-
crneyeHnem 6e30MacHOCTU, HACTPOMKOWN N CUCTEMHBIM aAMUHUCTPUPOBAHMEM PabOUMX MECT,
NO3BONSIET HE TOJIbKO SKOHOMUTL BpeMs | T-cneumanmcToB, HO U ONTUMU3MPOBaTL PabOTy CU-
cTeMmbl 3awmnTbl. K TaknMm 3agadamM OTHOCATCS MOHUTOPWHI YS3BMMOCTEW, YCTaHOBKa MCMpPaB-
NeHnn n obHoBneHnn MO, yyeT annapaTHOro 1 NPOrpPaMMHOro obecneyeHuns, pa3BepTbiBaHUeE
OC v NpUNOXKEHUI N MHOFOE ApYroe.

Kaspersky Systems Management noMmoraeT ycTpaHUTb PUCKM MHPOPMALMOHHOW 6€30MacHOCTM U yNpo-
CTUTb yNpaBaeHUE CNOXHOWM KoprnopaTnBHoM IT-uHdpacTpykTypor, obecneyrsas | T-aaMMHUCTpaTOpam
MOJIHBbIV KOHTPOJIb 6€30MaCHOCTU MHOTFOUYUCEHHbBIX YCTPOWCTB, MPUIIOXEHWI 1 MOSib3OBaTeENen — B pe-
XMMe peanbHOro BpeMeHU 13 eAMHON KOHCONM yNpaBaeHus.

NMPEMMYLLEECTBA PELLEHUA

. MOHI/ITOpI/IHFyﬂ3BI/IMOCTeI7I nynpasneHne L Pa3BeprIBaHM€ onepaunoHHbIX CUCTEM

YCTaHOBKOW UCMPaBIEHNN
e VHTerpaumns c SIEM-cuctemamm

e YyeT annapaTHOroO 1 MPOrpaMMHOro
obecreyeHns  PacnpepeneHuve npas agMUHUCTPATOPOB Ha

OCHOBE ponewn
e YnaneHHas yctaHoska 10 1 ycTpaHeHue
HernonaZokK, B TOM YMChe B yAaneHHbIX oducax * LleHTpanusosaHHoOE ynpasneHue



KASPERSKY SYSTEMS MANAGEMENT

NOBbILUEHUE YPOBHA BE3OMACHOCTHU

OnepaTvBHas aBTOMAaTM3MPOBaHHas  YCTAaHOBKA
WNCMpaBieHni m O6HOBMEHWI MO3BONSET AO6UTb-
CSl MOBbILEHNS YPOBHS 6€30MaCHOCTU M SKOHOMUM
pecypcoB, TpebyeMblx AN BbINOAHEHUS PYTUHHbIX
33434 alMUHNUCTPUPOBAHMS.

MOJIHbIN KOHTPOJ1b KOPMOPATUBHOW CETU

Bce pelictBMs Mo aAMUHWUCTPUPOBAHUIO CUCTE-
Mbl 3aLLUUTbl OCYLLECTBASIOTCS U3 €LMHON KOHCOMM
yrnpaBneHus.

LEHTPAJIN3BOBAHHOE YINPABJIEHUE

Kaspersky Systems Management sBnsieTcs KOMMo-
HEHTOM eAVHOM KOHCOAW ynpasneHus Kaspersky
Security Center. [locTyn K Kaxaon GyHKUMM peLle-
HUS N paboTa C HEW OCYLLECTBASKOTCA U3 eAnHOM
KOHCONM. WHTYWUTUBHO MOHATHLIM MHTEpPdENC W
eaVHble MONIUTUKM MO3BONSIOT MOJHOCTbIO aBTOMa-
TU3MPOBATb BbIMOJHEHWE PYTUHHBIX 3ada4 I T-aamu-
HUCTPUPOBaHMS.

PeleHnusa gna 6usHeca: www.litek.ru/kes-business Pewenune Cloud: www.litek.ru/kes-cloud
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KASPERSKY SECURITY
A1 NMOYTOBDbIX CEPBEPOB

9)'IeKTpOHHaﬂ Mno4yTa cerogHa — 3TO He TOJIbKO OCHOBHOE CpeaACTBO KOMMYHUKalUnn B 60/b-
LWWHCTBE KOMMAaHWIM, HO U OAMH U3 OCHOBHbIX I'IyTeI;I pacnpocCTpaHeHa CrnamMa 1 BpeAOHOCHbIX
nporpamMm. B pe3ynbraTe aTtak, NMPOBOAMMbIX YEPE3 3JIEKTPOHHYIKO MOYTY, MHOrme KOMMaHnm
JINWAatOTCA UEHHbIX AaHHbIX N TEPMAT 3HAYUTEJIbHbIE y6bITKl/I, a MOCTOSHHbIN MOTOK Crama Bbl-
HY>XOa€T COTPYOAHMKOB TPATUTb pa6oqee BpeM4A Ha yaaneHne n3 CBOMX NMOYTOBbLIX ALLMKOB COTEH
HEHYXHbIX MNCEM.

Kaspersky Security ong no4YToBbix CepBepoOB 06ecrneyBaeT HeNpPeB3oMAEHHYIO 3aLMTy MOYTOBOrO Tpadu-
Ka Ha cepBepax Microsoft Exchange, Linux® 1 Lotus® Domino® oT cnama, GULLMHIOBLIX CChINOK U BPeao-
HOcHoro MO, B TOM 4MCe B CNOXHbIX reTeporeHHbIx | T-nHbpacTpykTypax.

NMPEMMYLLEECTBA PELLEHUA

e 3awwmTa oT BpefoHocHoro MO B pexunme e Pe3epBHOE KOMMPOBaHME AaHHbIX
peanbHOro BpeMeHu
e [6Kasg HaCTpOWKa NpaBmn
e VIHTerpaums c o61akom
* MacwTabupyemocTb
e 3alMTa OT YI3BUMOCTEN HYNEBOrO AHS
e OTKa30yCTONYMBOCTb
» BnokupoBaHve BpeAOHOCHbIX CChITOK U
BIOXEHUI

MpumeyaHve: Habop LOCTYMHbIX GYHKLMI 3aBUCUT OT 3alLMLLAEMON NNaTGOpPMbI.
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KASPERSKY SECURITY
A1 NMOYTOBDbIX CEPBEPOB

3ALLNUTA OT BPEAJOHOCHOIO MO

MepenoBoe aHTMBMPYCHOe aapo «JlabopaTopum
Kacnepckoro» npu noaaepxke o6navyHoOm ceTtu
Kaspersky Security Network obecneunBaeTt Hagex-
HYIO 3alLMTY OT BPEeAOHOCHbIX MPOrpamm, Mpoak-
TUBHYIO 3aLUMTY OT 3IKCMIOUTOB N 3DDEKTMBHYIO
dUNbTPALMIO BPELOHOCHbIX CChIIOK.

T’MBKOE AAMNHUCTPUPOBAHUE

[MpocTble 1 yLO6HbIE B UCMONAb30OBAHUN UHCTPYMEH-
Tbl YNPaBAEHUS U CO34aHMs OTYETOB, a TaKXe rmo-
KMe HaCTPOWKM MPOBepKM MO3BONSIOT 3PeKTmB-
HO KOHTPONMPOBATh 6€30MacHOCTb NEKTPOHHOMN
MoYTbl U JOKYMEHTOB, SKOHOMSAT BalUX PecypChbl U
CHWKAIOT Harpysky Ha I T-aAMUHNCTPATOPOB.

3ALLMUTA OT CNMAMA

MMepenoBble aHTUCMaM-TexHoNornMm «JlabopaTopunm
Kacrnepckoro» no3ongtoT O6HapyXmBaTb 1 yCTpa-
HATb MPaKTUYEeCKM BeCb Cram, MOCTynalowmin Ha
cepBepbl MOYTOBOM MHGPACTPYKTYPbl KOMMAHUW.

KOHTPOJ1b HAA PACITPOCTPAHEHUEM
MHOOPMALIUMN

B peweHun peannsoBaH dykHUMOHan Kaspersky
DLP*, o6ecneunBaronin 3pHeKTUBHOE BbiSBAEHUE
OUHAHCOBOWM, NepPCOHaNbHOW U APYron KOHOUAEH-
LManbHON MHGOPMALIMM B UCXOLALLMX MUCbMaX (BKITIO-
4asi BNOXEHWS) U KOHTPOSb Nepenaym 3TUX AaHHbIX.
270 nosBongeT Kaspersky Security ong noyTtoBbix
cepBepoB 0becneynTb 6€30MacHOCTb KOPNopaTmnB-
HOWM MHPOPMaLMKM U IMYHBIX LAHHbLIX COTPYAHUKOB.

*®yHkumoHan Kaspersky DLP nocTyneH Tonbko ans cepeepos Microsoft Exchange Servers n nvueHsnpyeTcs OTAeNbHO.

Pelwenusa gnsa 6usHeca: www.litek.ru/kes-business Pewwenune Cloud: www.litek.ru/kes-cloud
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KASPERSKY SECURITY

ANA UHTEPHET-WJ1IO30B

besonacHbin MHTEPHET-A0CTYIN A4 BCeX COTPYOAHMKOB OpraHn3aunn — BaXXHEMLLMN 2N1EMEHT NtO60MN KOp-

nopaTUBHOW CTpaTernm 6€30nacHoOCTu.

Kaspersky Security ons MHTEPHET-LWO30B — 3TO pelleHne MUPOBOro Klacca ANg 3almTbl OT BpeaoHocHoro MO, obe-

creymBatolee 6e30MnacHoOe NCNOoMb30OBaHME MHTEPHETAa.

MPEMMYLLIECTBA PELLEHUA

* 3aWMTa oT BpesoHocHoro 10O

* [M6KME HaCTPOWKM CKaHMPOBaHWS
 BanaHc 3arpysku cepsepa

» MaclwTabnpyemocTb

BCECTOPOHHAA 3ALLNUTA, COKPALLEHUE NMPOCTOEB
MTIEPEBOEB B PABOTE

PelweHne obecrneymBaeT BCECTOPOHHIOW 3awmnTty HTTP-,
HTTPS- n FTP-Tpaduka, npoxoaaiiero Yepes nonynspHole
LMtO3bl Ha 6a3e Linux, aBTOMaTUYeCKM yaanss nu3 Hero Bpe-
[OHOCHbIE 1 MOTEHLMaNbHO OMNacHble NporpamMmel. bnaro-
[laps PerynsipHbIM OGHOBAEHMAM, OMNTUMMU3NPOBAHHOMY
VHTENNeKTyalbHOMY CKaHMPOBaHMIO B COYETaHUM C pac-
npepeneHnem Harpysku, Kaspersky Security onga mHTep-
HeT-LW/030B 06/1aaeT BbICOKMM YPOBHEM OOHaPYXKEHMS
Yrpo3 1 NpakTUYeCKM He 3aMelnsieT paboTy cucTemsl. Bece
3TO MO3BONSET CBECTU K MUHUMYMY mnepeboun B paboumx
npoLieccax NpeanpuaTms, Bbl3aBaHHble BpeAoHOCHbIM 10,
a TakXke CBA3aHHble C HUMMW 3aTpaThl.

* OTKa30yCTONYNBOCTb
e /IHTYUTUBHO NOHATHbIE MHCTPYMEHTbI yNpaBneHus
e [1oApO6HbIE OTHETDI

BbICOKASA MPOU3BOAUTE/IbHOCTb 3A CHET
onTMMM3ALUN

ONTUMM3MPOBAHHAs UHTENEKTYaNbHAs TEXHONOMMA CKa-
HWPOBaHWS 1 6anaHC 3arpysKkn cepeepa NO3BONSIOT COKpa-
TUTb MOTPEGNIEHNE PECYPCOB M SKOHOMHO MCMOJ/b30BaTh
KaHasbl nepeaayn AaHHbIX, OAHOBPEMEHHO MOAAEPXKMBas
BbICOKMI YpOBEHb 6€30MacHOCTMU.

YAOBHOE YMNPABJIEHUE U TUBKAA CUCTEMA OTYETOB

MpocCTble, UHTYUTUBHO MOHSTHbIE MHCTPYMEHTbI YPaBAEHUS,
rMBKME HACTPOWKIM MPOBEPKM N MOAPOGHbBIE OTHYETbI O CTaTyCe
3aLUMTbI MO3BOASIOT IPPEKTUBHO YMNPABSTL CUCTEMOM 6€30-
MacHOCTW KOPNOPaTUBHOM I T-MHOPaCTPYKTYpPbI.
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KASPERSKY SECURITY /i1 CEPBEPOB
COBMECTHOMU PABOTDI

[Mnatdopmbl, ncnonblyemble ang obmeHa dannamm U AaHHbIMKW, MOTYT CMOCO6CTBOBATL Obl-
CTPOMY pacnpocTpaHeHnio BpeaoHocHoro MO 1 apyrmx nHGOPMaLMOHHBIX Yrpo3 B KOpnopa-
TUBHOWM CETW.

YT106bI 0O6ecneynTb 6e30macHyto 1 6ecrnepeboMHy0 COBMECTHYIO PaboTy C AOKYMeHTaMu, «JlabopaTo-
pus Kacnepckoro» paspaboTana pelleHne, B KOTOPOM 3HHEKTUBHbIE TEXHONOMMN 3aLLMUTbI OT BPeAOHOC-
HbIX aTakK 1 yTeukM KOHPUAEHUMANbHbBIX AAaHHbBIX COYETAIOTCA C MPOCTOTON YNpaBAeHUs U yoO6CTBOM MC-
MOJb30BaHMS.

MPEMMYLLIECTBA PELLEHUSA

» Y0OCTOEHHOE Harpaz aHTUBUPYCHOE 14P0 e Pe3epBHOE KOMMPOBAHWE AaHHbIX

» KOHTpoOsnb HaZ pacnpocTpaHeHem o O6nayHas 3aLL1Ta B peXxmnme peasbHOro BpeMeHm
KOHPUAEHLMaNbHOM MHGOpMaLmmn* (Kaspersky Security Network)

e KOHTpONb LOCTYyMa K AaHHbBIM » LleHTpanusoBaHHOE rMbKoe ynpaBaeHve

e 3aWmTa oT GULIMHIa » Yao6Has KOHCONb aAMUHUCTPUPOBAHNS

o (ainoBas 1 KOHTEHTHas GUIbTPaLMS

*®yHkunoHan Kaspersky DLP nvueHsnpyeTcs oTAeNbHO.

Pelwenusa gna 6usHeca: www.litek.ru/kes-business Pewwenune Cloud: www.litek.ru/kes-cloud
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KASPERSKY SECURITY
AN ®ANNOBbLIX CEPBEPOB

Bcero oanH 3apaxkeHHbI dainn Ha KOPNOopPaTUBHOM CepBepe MOXeT PacnpOCTPaHUTLCS Ha BCe
KOMMbIOTEPDI JIOKANbHOM CETU. [103TOMY pelleHmne a9 3anTbl GanioBbiX CEPBEPOB AOMKHO
He TONbKO O6ecrneYmBaTh 3alUMTY BaXXHOW MHPOPMALIMKN, HO WU HE MO3BONSATb BPEAOHOCHOMY
MO NpoHMKaTb B pe3epBHble KOMUM GafioB, YTO MPUBOAUT K MOBTOPHbBIM 3aparKeHUIM.

Kaspersky Security ana ¢pannoBbix CepBepoB — 3TO 3KOHOMUYECKN 3DDEKTUBHOE, HAAEKHOE N MacLUTabu-

pyemoe peLlueHue and 3awmTbl dannosbix xpaHunu, Windows u Linux ¢ o6LwmnmM 4OCTYNOM, He OKa3blBato-
Llee 3aMeTHOIO BANSHWNS Ha MPOWN3BOANTENbHOCTb CUCTEMBbI.

NPEMMYLLEECTBA PELLEHUA
 3awmTa oT BpegoHocHoro MO B pexunme  LleHTpanu3oBaHHOe ynpasneHue Yyepes Kaspersky
peanbHOro BpeMeHu SecurityCenter

e VIHTennekTyanbHble TEXHONOrMN CKaHNPOBaHMA ¢ KapaHTWH 1 pe3epBHOE XpaHUauLLe
 [V6KME HaCTPOWKM NPOBEPKMN e NoppobHbie oTHeTbI

o JloBepeHHbIe 30HbI

MpumeyaHve: Habop LOCTYMHbIX GYHKLMI 3aBUCUT OT 3alLMLLAEMON NNaTGOpPMbI.

21



KASPERSKY SECURITY
AN ®ANNOBbLIX CEPBEPOB

MPOAKTUBHASA 3ALLNTA

PelleHne conoep)KUT 3BPUCTUYECKUIN CKaHep, Cro-
CO6HbI  OB6HAPYXXMBaTb C BbICOKOM TOYHOCTbIO
faxe ToO BpefoHocHoe MO, cuUrHaTypbl KOTOPOro
ellle He 6biny fo6aBNeHbl B 6a3y AaHHbIX.

OBJIAYHASA 3ALLINTA

O6nayHag penyTaumoHHas 6a3a AaHHbIX 06 yrpo3ax
Kaspersky Security Network (KSN) o6ecneunBaeT
CKOopeWllee pearmpoBaHMe Ha HOBble Yrpo3bl, yBe-
nnYMBaeT 3PPEKTMBHOCTb 3alUMTbl U YMeHbLUaeT
PUCK NOXHbIX CPabaTblBaHWIA.

KOHTPOJ1b 3ANYCKA MPUJIOXXEHU HA
CEPBEPAX

KoHTponb 3anycka npuioxeHuin obecnedymBaeT mc-
KIOUNTENbHYIO 3amTy. C MOMOLLBIO MPaBUI MOX-
HO pPa3peLlnTb WK 3aNPeTUTb 3anyCK NCMONHAEMbIX
dannos, cKpUNTOB MM NakeToB MSI, a Takxe 3a-
rpysky Ha cepsep moaynen DLL.

3ALLMUTA OBLLUX MAMOK OT MPOrPAMM-
LUMDPOBAJIbLLIMKOB

Ecnn Ha Kakon-nnbéo MallumMHe 3ameydyeHbl MOMbITKM
WKNPpPOBaHUS, NMPUIOXKEHNE BNOKMPYET ee 4OCTYM K
MNo6bIM ceTeBbIM GaltIoBbIM pecypcam.

NOAAEPXXKA PA3JINYHbIX NJTIATGOPM

EonHoe addekTnBHOE 3almMTHOE pelleHue noa-
OEepXnBaeT HoBenwme nnatPopMbl U CepPBEPHI,
BK/OYAsi TEPMUHAJIbHbIE, KNacTepHble U BUPTYasb-
Hble, U He BbI3bIBA€T NPO6IEM COBMECTUMOCTM B re-
TEPOreHHbIX CETSIX.

Pelwenusa gna 6usneca: www.litek.ru/kes-business Pewwenune Cloud: www.litek.ru/kes-cloud
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KASPERSKY SECURITY
ANna CUCTEM XPAHEHUA OAHHDbIX

B ycnoBMax NOCTOAHHO pacTyLLero Yncna yrpo3 oAnH-eAMHCTBEHHbIN 3apaxeHHbI dalin, no-
MaBLWIA B XpaHWNLLE, MOABEPraeT PUCKY KaxAbli y3en KOpropaTUBHOM CETU.

PelweHne Kaspersky Security ana cuctem xpaHeHWs AaHHbIX NpennaraeT HaAeXHYO, BbICOKOSIQPEKTMB-
HYIO 1 MacLITabupyeMyto 3aluTy LEHHOW N KOHQUAEHLMANbHOM KOPNOPaTUBHOW MHMOPMALIUK, XPaHs-
wencs B cuctemax EMC™ (Isilon™, Celerra™ 1 VNX™), NetApp®, Dell™, Hitachi® NAS, IBM® System Storage®
N 1 Oracle® ZFS Storage Appliance.

NMPEMMYLLEECTBA PELLEHUA

e 3alMTa cuUCTeM XpPaHEeHNA OT BpeAOHOCHOIro no o ONTUMM3aLMSA NCMONb30BaHUSA CUCTEMHbIX

B PEXMME peasibHOro BpeMEHH pecypcos
* 3a4a4M NPOBEPKMN KPUTNYECKMX OBNACTEN » 3allMTa TEPMMHASbHbBIX CEPBEPOB
e YcuneHue 3amTbl C MOMOLLbIO O61a4HOM o [lopneprkka KnacTepos
penyTauroHHOW 6a3bl yrpo3 Kaspersky Security
Network (KSN) e TexHONOrMM OoNTUMM3aLMM aHTUBUPYCHOWN
NpOBEPKU
» MNopaepxka aHTVBMpPYCHOro areHTa Celerra )
(CAVA), a Takxe npoTtokonos RPC v ICAP * YnpasneHue c nomolubio Kaspersky Security
Center

» [6Kasg HaCTPOMKa NapamMeTPOB MPOBEPKMN
e OTyeTbl O paboTe peLleHns

e MaclwTabrpyemocTb 1 OTKa30yCTONYNBOCTb
 [Noppepxka npotokonos SNMP/MOM
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KASPERSKY SECURITY
ANna CUCTEM XPAHEHUA OAHHDbIX

TMBKUE HACTPOWKU MAPAMETPOB MPOBEPKU

[M6KMe HaCTPOWMKM MapaMeTPOoOB MPOBEPKM MOMO-
YKET BaM 3aLUUTUTb KOPMOPATMBHYIO CETb M OMTU-
MM3MPOBATb Harpysky Ha cepsepbl. Bam pocTynHo
MHOYXECTBO HAaCTPOEK, B TOM YMC/e ry6uHa 3alnTbl
oT BpeaoHOCHOro MO v Trnbl Garnos, KOTOpbIE He-
06X0AMMO MPOBEPSATb WM, HAMPOTUB, MPOBEPSTb
He HYXXHO.

OoNTUMU3ALNA NMPOU3BOAUTE/IbBHOCTU

BbicokoaddekTnBHasg npoBepka C MCMONb30OBaHM-
eM ONTUMU3UPOBAHHOW TEXHONOTUMU MPOBEPKU U
BO3MOXHOCTbIO TMOKOW HAaCTPOMKM UCKIIIOYEHUIA 13
MpoBepKM obecrneymBaeT MaKCUManbHbIA YPOBEHb
6€30MacHOCTU NMPU MUHUMANBHOM BAUSIHUA Ha pa-
60Ty CUCTEMBI.

BECMEPEEOMHAS PABOTA

WckntountenbHas OTKa30yCTOMYMBOCTL [OCTUra-
eTcs 6naroaaps TECHOM UHTErpauUmm 1 CRaxXeHHOW
paboTe BCex KOMMOHEHTOB peLleHMs.

MPOCTOE YNPABJIEHME

YCTaHOBKa M HaCTPOWMKa 3allMTbl CEPBEPOB MPO-
M3BOASTCS YyAaNeHHO, 6e3 HeObXOAMMOCTK nepe-
3arpyxaTb CUCTEMyY. YnpaBieHVe MPUIOXKEHNEM
Kaspersky Security ana cuctem xpaHeHus AaHHbIX,
a Takxke ApyrmMmn peleHmamn «Jlabopatopum Kac-
NepCcKoro» OCyLLEeCTBASETCH C MOMOLLbIO eAnHOWN
koHconu Kaspersky Security Center ¢ npocTbiM, VH-
TYUTUBHO MOHSTHLIM MHTEPHENCOM.

PelweHnusa gna 6usHeca: www.litek.ru/kes-business Pewwenune Cloud: www.litek.ru/kes-cloud
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KASPERSKY DDOS PREVENTION

OpHa DDoS-aTaka MOXET 06epHYTbCS MHOrOYaCOBbIMU CHOIMU Y1 MHOTOMUIITIMOHHbBIMU Y6bIT-
Kamu. [1py 3TOM CTOMMOCTb MPOBEAEHMS TaKMX aTaK CEroAHs MOXET COCTaBAsATb BCEro He-
CKOJIbKO ThICAY py6el, a )XePTBOM aTakM MOXET OKa3aTbCs AaXKe HEGObLLAS KOMMaHWS.

PeweHwne Kaspersky DDoS Prevention
CMNOCOBHO Pacno3HaBaTb aTakm
npenenbHo 66ICTPO M 6OPETCH C HUMM
Ha ABYX PpOHTax: Yepes cucTemy
MoHuTopuHra DDoS Intelligencen c
NMOMOLLbIO cneunanbHOM 3alLUTHON
MHOPaCTPYKTYpbl «JlabopaTtopumn
Kacnepckoro». Kpome Toro, B
«JlTabopaTopuun Kacnepckoro» paboTaeT
rpynna aKCnepToB, KOTOpas UCMOb3yeT
nepenoBble METOAbI, YTOObI CNEANTD

3a Hoeerwmmn DDoS-yrposamm un
onpefensTb yrpo3bl KaK MOXHO paHbLLE.

WHTEPHET

NHdpacTpyKkTypa

Kaspersky DDoS Prevention

Bawa cetb

LleHtp
ouncTkn 1

LeHntp
OUNCTKN 2

MorpaHnyHbIii

BupTyanbHble TyHHenn

CraTuctuka

Cetcop KDP

APXUTEKTYPA KASPERSKY DDOS PREVENTION

mapwpyTuzatop Kommytatop

D QE@

a
!

AHOHCbI BGP uepes LieHTpbl OUMCTKM B Clyyae aTakmn
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PACLULMPEHHASA TEXHUYECKAA

NMOAAEPXKA

CrabunbHOCTb M 9QPEKTUBHOCTb GM3HECa BO MHOTOM 3aBUCUT OT YeTKOM 6ecrnepebomHom pa-
60Tbl IT-cucTemM, MO3TOMY Mbl MPeAaraeM CBOUM KIMEHTaM 3KCMEPTHYIO MOAAEPXKKY CreLma-

NIMCTOB Mo I T-6e30MacHOCTW.

CornalleHuve o cepBMCHOM o6CnyxmBaHuK (Maintenance Service Agreement, MSA) oxBaTblBaeT Nporpam-
Mbl PaCLLMPEHHOW MOAAEPXKKM, B PaMKax KOTOPbIX peLleHre Ballmnx npobaem B o6nacTu IT-6e3onacHoCTH
oyaeT ons cneumanmcTos «JlabopaTopum Kacnepckoro» NprmopmuTeTHOM 3a4a4en.

NOANEPXXKA BA3OBOIO YPOBHA

MporpaMmma TeXHUYECKOW MOAAEPXKKM 6a30BOro
YPOBHSI — HarsaAHbIM NpUMep KayeCTBEHHOW MOA-
[EePXXKM MO AOCTYMHOM LieHe.

YpoBeHb MSA Start naeT npaBo Ha NonyyeHwe nNpu-
OPUTETHOM NOJAEPXKKN MO PAabOYUM LHSM NPU BO3-
HUKHOBEHWWN KPUTUYECKUX UMHUMAEHTOB. [1porpam-
Ma BK/ItOYaeT 6 MpemumanbHbIX MHLUWAEHTOB B rof, C
rapaHTMPOBaHHbBIM CPOKOM OTBeTa 8 paboyumx Ya-
COB.

[ns 6onee 6bICTPOM peakumn Ha |T-MHUMAEHTHI
Bbi6epuTe ypoBeHb noaaepxkm MSA Plus. B pam-
Kax OaHHOM MporpaMmbl BaM rapaHTMPOBAH AO-
CTYyNn K MNPUOPUTETHOW 3KCMEPTHOM NNHUW MOA-
LEPXKKU ANg pelleHUs KPUTUYECKUX WMHLMOEHTOB.
B nakeT BktoYeHO 12 npemMuanbHbIX MHLMOEHTOB B
rof, C rapaHTUPOBaHHbLIM CPOKOM OTBETa 6 paboymx
4acosB.

MPO®ECCUOHAJIbHbBIE YCNIYTU

MpuMeHss nepefoBON OMbIT M COOBCTBEHHbIE 3¢-
beKTMBHbIE METOAMKM, HalM IKCMNEePTbl OKaXyT
NOALEPXKKY BO BCEX acreKTax pa3BepTbliBaHWS, Ha-
CTPOWKM 1 O6HOBNEHWS NPOAYKTOB «JlabopaTtopunu
Kacnepckoro» B Bawem I T-nHdpacTpykType:

« MpoekTpoBaHMe 1 ycTaHOBKa pelueHuit «Jlabo-
paTopun Kacnepckoro» ong 6usHeca.

* O6yyeHue IT-cneumnanucrtoB ana 6onee addek-
TMBHOIO WMCMOJb30BaHUS 3alMTHBIX TEXHONOMMM
«JTabopaTopumn Kacnepckoro» ¢ y4eToM OCO6eH-
HocTen IT-MHPPaCTPYKTYpPbl KOMAAHUN.

« [poBepkKa COCTOSAHUS CUCTEMbI 3aLUUTbI C LeSbio
onTUMM3aLMKM PabOTbl pPeLLeHNs Ans obecneveHns
IT-6€30MacHOCTU B YCIOBMAX CYLLECTBYIOLLEN NH-
dpacTpyKTypbl C NpefoCTaBAeHNEM NOAPOBHOrO
oT4eTa U peKoMeHAaLI.

Pewenuns ans 6usHeca: www.litek.ru/kes-business Pelwenue Cloud: www.litek.ru/kes-cloud
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PELUEHUA ONA KPYITHOIO BU3HECA

MOMMMO peLleHNnii As Manoro 1 cpeaHero 6musHeca, «Jlabopatopus Kacnepckoro» npefara-
eT npodeccuoHanbHble YCIyri U Cneumnan3aMpoBaHHbIe KOMIMIEKCHbIE PeLUeHUs As 3alnTbl
npeanpuaTuit. OHX NOMOraloT MPOTUBOAENCTBOBATL HaMbONEE CIOXHBIM U OMAaCHbBIM Yrpo3am
L1 KPYMHbIX KOMMaHUI.

3alwuTa OT ueneBbixX aTakK

Kaspersky Anti Targeted Attack Platform coegunHsaeT HoBenlMe TEXHONOTUU U TNOGaNbHYIO aHANIUTUKY, YTO
MO3BONSIET CBOEBPEMEHHO pearnpoBaTh Ha LieNeHarnpas/ieHHble 4eNCTBUS 3N10YMbILLINEHHVKOB U MPOTUBO-
[erCTBOBaTb aTakaM Ha BCeX 3Tanax Ux peanmsaumnm.

3awmTa KpUTUYECKOM MHPPaCTPYKTYpPbI

Kaspersky Industrial CyberSecurity — 370 pelueHume, cocTosLee 13 TEXHONOTMIA U CEPBUCOB, MPU3BAHHOE
3aLUMTUTb NMPOMbILLIEHHbBIE CUCTEMBI Ha KaXX[IOM YPOBHE, HE HapyLLas HEMpPepbIBHOCTN PaboThl M HE CHN-
yas CTabUNbHOCTN TEXHONOMMYECKOro NpoLiecca.

3awmTa LeHTPOB 06pPaboOTKN AAHHbIX

PelweHne «JlabopaTopum Kacnepckoro» ang 3almTbl LEHTPOB 06pabOTKM AaHHbIX O6ecreyvmBaeT 3almTy
CaMbIX PacrpOCTPaHEHHbIE MMNEPBU3OPOB, MOMOras IOCTUYb BbICOKOW CTEMEHW KOHCONMAAUNN BUPTYaslb-
HbIX MaLUWH. B AONONHEHME K 3TOMY pelueHne 3ddPEeKTMBHO 3alLMLLAET KOPMOPATMUBHbIE CETEBbIE XPaHWIN-
Lla JaHHbIX U GannoBble CepBeEpbI.

3awmta 6aHkomaToB U POS-cuctem

Kaspersky Embedded Systems Security — aTo cneumanmsmpoBaHHOe pelleHne Aaa obecneveHuns 6e3onac-
HOCTM KaCCOBbIX CUCTEM, KNOCKOB CaMOOBCNY)KMBaHMA U 6aHKOMaTOB. OHO MOMOraeT opraH13aumsm co-
6nocTn TpebosaHus PCl DSS 1 o6nafaeT TakMMM KNIOYEBbIMY AN 3aLUNTbl BCTPOEHHbIX CUCTEM DYHKLIMS-
MU, KaK KOHTPOJb YCTPOWUCTB U PEXIMM «3arnpeT Mo YMONYaHUIOY».
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PELUEHUA ONA KPYITHOIO BU3HECA

3awmTa MOGUNbHOIro U OHMaNH-6aHKUHra

PeweHune Kaspersky Fraud Prevention ycunuBaeT CyLLeCTBYIOLLYO CUCTEMY 6€30MacHOCTY 6aHKa, BbIBOAS
ee Ha MPUHLMMNMaNbHO HOBbLIV YPOBEHb. PelleHre obecneyrBaeT 6€30MacHOCTb MOMb30BaTENEN KOMMbIO-
TEPOB M MOBUBbHBIX YCTPOMCTB. OHO aKTUBHO GIOKMPYET MOMbITKM KM6EPNPEeCTYNHUKOB MOXUTUTb AaH-
Hble MOJib30BaTeNeN, yCTPAHAS YrPO3y MOLLEHHNYECTBA 1O TOrO, Kak OHa NOMYyYUT peanbHOe BOM/IOLLEHNE.

JlokanbHasi penyTauuoHHas 6a3a

Kaspersky Private Security Network (KPSN) npegocTtaBnseT Bce npemmyLlecTBa ob6aqyHoON ceTu 6e3onac-
HOCTW, HO 6€3 nepefayn AaHHbIX 3a NMpenesbl NokanbHom ceTn. OHO He NoABepraeT Npu 3TOM PUCKY CO-
XPaHHOCTb KOHOUAEHLMANbHBIX AAHHBIX M He HapyluaeT TpeboBaHus I T-6e30nacHOCTM ANg N30AMPOBaH-
HbIX CETeN.

3KCI'|epTHbIe cepBuUCHI

CepBucCbl MHOOPMNPOBaHMS 06 Yrpo3ax, aHaNM3 3aMLLEHHOCTM MHOPACTPYKTYpPbI, paccnefoBaHME MHLM-
[EHTOB U Apyrune ycnyru nomoratoT 6biTb B Kypce CUTyaumm B 06nacTu Kuéep6e3onacHOCTU U CBOeBpe-
MEHHO 3aLLMLATLCS OT HaNbOee aKTyalbHbIX YrPO3.

I'Iporpamma noBbilLeHNna oCBeJOMJIEHHOCTHU

MHTepaKTI/IBHbIe TPEHUHIN U nna‘rq)opMa O6yL-IeHI/Iﬂ HaBblkaM 6€30MacHOro NoBeAEHNS 3HAYUTESNIbHO MOBbI-
LIakoT KyNnbTypy KV|6ep6eBOI'IaCHOCTVI B KOMMNaHWKW, 4TO NO3BOJIAET B HECKOJIbKO pa3 COKpPaTUTb YMCTO MHLN-
OEHTOB.
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BOJIbLUE TECTOB. BOJIbLLUE HAITPALL.
BOJIbLUE 3ALLUTDI*

B 2015 rony npoaykTbl «JlabopaTopuu Kacrnepckoro» npuHanu y4actme B 94 He3aBUCUMbIX Te-

cTax n o63opax. B 60 cnyyasx oHW 3aHAIM NepBOe MecTO U 77 pa3 BOLWAWU B TPOWKY NyYLLIMX
(TOM-3).

100%

«JTabopaTtopus

MpoueHT nonagaxui 8 TOM-3

80% Kacnepckoro»
1-e mecta - 60
Yuactue B 94
TecTax/o630pax

BitDefender TOM3 = 82%

Avira
60%

Symantec
40%
Quick Heal .Sophos ‘ Avast
BullGuard .
. . Trend Micro
20% AVG
X . GDATA . .
Panda Security F-Secure Intel Security (McAfee)
Microsoft
Yucno Tectos/o630pos
0%
20 40 60 80 100

* MNpumevaHus

« BkntoyaeT TecTbl NpOAYKTOB ANs 6U3HECa, AOMALLHMX MNOb30BaTENEN N MOBUIBHBIX MPUIOXeHN 3a 2015 roa.

* B 0630p BKAIOYEHDI TECTbI, NPOBEAEHHbIE CNeAYOLIMMU HE3aBUCUMbIMU N1aboPaTOPUIMU:

AV-Comparatives, AV-Test, Dennis Technology Labs, MRG Effitas, NSS Labs, PC Security Labs, Virus Bulletin.

» TeCTMPOBaNNCH BCE LOCTYMHbIE 3aLLUUTHbIE TEXHONOM MW MPOTUB U3BECTHbIX, HEU3BECTHbIX M KOMIMIEKCHBIX YTPO3.
L4 )Zl.mameTp Kpyra COOTBETCTBYET YMCIY 3aHATLIX NEPBbIX MECT
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O «JIABOPATOPUUN KACIEPCKOIo»

«JlabopaTopms Kacnepckoro» — MexayHapoa-
Has KoMMaHwg, paboTatowas B chepe MHOPMa-
LUMOHHOWM 6e3onacHocTn ¢ 1997 ropa. [ny6okme
3KCMEePTHbIE 3HaHWUS U OMbIT KOMMaHUKU nexaT B
OCHOBE 3aLUMTHBIX PeLUEHUI N CEPBMCOB, obecre-
YMBAlOLLMX 6E30MacHOCTb 6GUM3HEeca, KPUTUYECKM
BaXXHOW MHOPACTPYKTYpPbl, FOCYAAPCTBEHHbIX Opra-
HOB M NONb30BaTENEN BO BCEM MUPE.

O6wupHoe noptdonmo «Jlabopatopum Kacnep-
CKOrO» BK/IOYAET B CE65 NepeAoBble MPOLYKTbI A/15
LIMPOKOro Kpyra nonb3oBaTenei. «JlabopaTopus
Kacnepckoro» 3almulaeT AOMAaLLUHNX Nob3oBaTe-
ner, HebosblUME KOMMAHWW, MPEanpUaTUS Cpea-
Hero 6r3Heca 1 KpynHble KOpropaLmmn OT BCEBO3-
MOXHbIX KM6epyrpos, npeaniaras BCEM MPY 3TOM
YOOGHbIE MHCTPYMEHTbI AN151 yIPaBAeHNs CUCTEMOM
6e30MacHOCTW.

«JlabopaTopus Kacnepckoro» noHumMaeT noTpe6-
HOCTW HEeBOMbLUIMX KOMMaHWA W npeanaraet um
MHOrOypOBHEBbIE peLleHns, 9GPeKTUBHbIE N MPO-
CTble B ynpaBfieHun. KoMnaHus Takxe oTBevaeT
BCEM 3ampocam KpYMHbIX MPeanpusaTuii, npeno-
CTaBngs VMM KOMMAEKCHYIO nnatdopmy, KoTopas
3alyMLIaeT OT BCEX TUMOB KMOEePYyrpo3, O6HaPYXM-
BAET CaMble CNOXHbIE aTakW, pearnpyeT Ha nobble
WHUMOEHTbI WU NPeaBUANT pa3BuUTUe yrpos. Kpome
TOro, KOMMaHWs npeanaraetT Habop crewumanu-
3MPOBAHHBIX PELUEHWI, KOTOpble 3alUMLLAOT BCe
y3/7bl KOPNOPATUBHOW CETU, BKJOYAsS MO6USbHbIE
YCTPOWCTBA, a TakXe CMOCO6HbI obecneunTb 6e3-
OMacHOCTb LIEHTPOB 06paboTKM AaHHbIX N NHAY-
CTpUanbHbIX Cpea.

TexHonornm «Jlabopatopum Kacnepckoro» 3alim-
watot 60nee 400 MUANMOHOB MONb3OBaTENEN U
270 TbICSY KOPMOPATUBHbIX KIMEHTOB, MOMOras Co-
XPaHUTb TO, YTO A1 HUX BaXKHO.
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AQ «JlabopaTopus Kacnepckoro» PelleHns ons 613Heca: ‘ +7(343) 219-73-53
www.kaspersky.ru www.litek.ru/kes-business admailitek.ru

OdpnymansHbIi NpeacTasuTens -
© AO «JlabopaTopus Kacnepckoro», 2016. KOMNaHNs

3aperncTprpoBaHHble TOBapHble 3HaKM W 3HaKWM OBCHYXUBAHWUS SBASIOTCS COBCTBEHHOCTbIO WX MpaBoobnafaTeneit. Microsoft,
Windows, Windows Phone n Hyper-V — ToBapHble 3Haku Microsoft Corporation, 3apervctpupoBaHHble B CoefnHeHHbix LLTaTax
AMepuKM 1 B ApYyrux cTpaHax. Linux — ToBapHbI 3Hak Linus Torvalds, 3aperncTpuposanHbin B CLUA 1 B apyrux cTpaHax. IBM,
System Storage, Lotus, Domino — ToBapHble 3Haku International Business Machines Corporation, 3apernctprpoBaHHble BO MHOTUX
ropucamKUmsx no Bcemy mupy. Android — ToBapHbI 3Hak Google, Inc. iOS — 3apernctpuposaHHbIi B CoeanHeHHbIx LUTaTax AMepukm
1 B APYrnX CTpaHax ToBapHbIi 3Hak Cisco Systems, Inc. n/unu ee apdunmposaHHbix komnanuin. EMC, Isilon, Celerra n VNX — ToBapHble
3Hakn EMC Corporation, 3apervctpuposaHHble B CoeanHeHHbix LLiTaTax Amepukn u/unu B apyrux ctpaHax. Citrix, Xen n XenServer —
3aperncTpupoBaHHble ToBapHble 3Haku Citrix Systems, Inc. 8 CLLUA n/vnun apyrux ctpaHax. NetApp — ToBapHbI 3Hak NetApp, Inc.,
3aperncTpupoBaHHbii B CoemHeHHbIx LLTaTax AMepukn 1 B apyrux cTpaHax. Dell — ToBapHbii 3Hak Dell. Inc. VMware 1 vSphere —
TOBapHble 3Hakn VMware, Inc. unu 3apeructpupoBaHHbie B CLUA nnv apyrux topucamkumsax ToBapHblie 3Haku VMware, Inc. Oracle —
3aperncTprpoBaHHbIn ToBapHbIN 3Hak Oracle Corporation n/vnu ee apdunnMpoBaHHbIX KOMNaHWin. Hitachi — 3aperncTprpoBaHHbIin
B CoearHeHHbIX LLUTaTax AMepurkn 1 B Apyrnx CTpaHax ToBapHbIi 3Hak Hitachi, Ltd. n/unu ee apdunmposaHHbIx koMmnaHui. Mac —
3aperncTprpoBanHbl B CoeiMHeHHbIX LLiITaTax AMepurKn 1 B Apyrvx CTpaHax TOBapHbIN 3Hak Apple Inc.
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