KASPERSKY SECURITY
AN PAUNOBDbLIX CEPBEPOB

HanexxHas 3aimra Balumx JaHHbIX

Bcero oamH 3apaxeHHbIn pann Ha KOPropaTUBHOM CepBepe MOXET PAaCNpPOCTPAHUTLCS Ha BCe
KOMMbIOTEPbI JIOKaNIbHOM CETU. [TO3TOMY peLleHue A1 3auTbl GannoBbIX CEPBEPOB LOMHKHO
He TONIbKO O6eCneymBaTh 3aLUMTY BaXXHOM MHPOPMaLIMK, HO 1 HE MO3BOSIATb BpeAOHOCHOMY 10
NPOHWMKATb B pe3epBHble KoMK GanioB, YTO MPUBOLAMUT K MOBTOPHbLIM 3aPaXKeHUSIM.

Kaspersky Security ansg ¢annoBbix CEpBEPOB — 3TO SKOHOMUYECKUN SPPEKTUBHOE, HaLEXHOEe
N MaclTabnpyemoe pelleHme ons 3awmnTbl GarnoBbIX XPAHUANLL C OOLLMM OOCTYMNOM, He
OKa3blBatoLLlee 3aMEeTHOrO BAIUSHUS Ha NPOU3BOAUTENIBHOCTb CUCTEMBI.

MPEMMYLLIECTBA PELLEHWA

*3almTa OT BPEeAOHOCHOTO
MO B pexnme peanbHOro BpeMeHun

e MHTennekTyanbHble
TEXHOJIOTMN CKaHMPOBaHUA

e [M6KMe HaCTPOWNKU NPOBEPKM
¢ JloBepeHHbIE 30HbI
* KapaHTWH 1 pe3epBHOe XpaHuamLLe

¢ LleHTpanun3oBaHHoe
yrnpaBneHue yepes
Kaspersky Security Center

e Noapo6bHbie oTUETDI

MNOAOAEPXXWNBAEMbBIE MTATOOPMbI

e Windows®, Linux® n FreeBSD™

* TepMnHanbHble cepaepsl
Citrix n Microsoft®

+ CepBepHble KnacTepbl
* Hyper-v®

*VMware®

OCHOBHbI€ BO3MOXHOCTH

BCECTOPOHHSAA 3ALLNTA OT BPEAOHOCHOTIO MO

YAOCTOEHHOE MHOTOYMCAEHHbIX Harpaa aHTUBMPYCHOe 9Apo «JlabopaTtopum
Kacnepckoro» obecneqyBaeT BCECTOPOHHIOK 3alLnTy cepeepa

OT BPEAOHOCHbBIX M OMaCHbIX MPOrpamMMm, GIIOKMPYS AaXKe HOBEWLIME N3BECTHbLIE
1 NOTEHLMANbHBIE YTPO3bl. DTO MO3BOASET CBECTM K MUHMMYMY Nepedou

B paboymx Npoueccax NpeanpuaTys, Boi3aBaHHbIE BpeaoHOCHbIM 10, a Takxke
YMEHbBLLNTb CBA3aHHbIE C HUMW 3aTPaThl.

BbICOKASA MPON3BOOUNTE/IBHOCTb U HAOEXHOCTb

Kaspersky Security ans GannoBbix CEPBEPOB He 3amennseT paboTy CUCTEMbI

M HE MELI3ET PaboymMM NPOLIECCaM Aaxe B YCIOBMAX BbICOKOM HarpysKku Ha
ceTb. Kakow 6bl CNOXHOWM HK 6bina Balla [ T-MHOPACTPYKTYpa, Bbl MOXETE
PACCYUTBIBATL Ha CTabWABHOCTbL €€ PabOThl U BbICOKYKO MPOU3BOANTENBHOCTb.

MNOAAEPXKA PA3/IMYHbBIX MTATOOPM

EnmHOE 3ddEKTUBHOE 3aLMTHOE PELLIEHWE NOAAEPKMBAET HOBEMLLNE
NNaTOOPMbI 1 CEPBEPSDI, BKIKOYAs TEPMUHANMbHBIE, KNACTEPHbIE V1 BUPTYaslbHbIE,
1 HE BbI3bIBAET NPOHAEM COBMECTVMOCTM B FETEPOrEHHbIX CETSX.

MOLWHAA CUCTEMA YMNPABJIEHUA N OTYETHOCTH

YAO6HbIE, NHTYWUTUBHO MOHATHbIE MHCTPYMEHTbI YNPaBeHs, CBeAeHMUS

O CTaTyCe 3allMTbl CEPBEPOB, MNMOKME HACTPOMKM BPEMEHM CKaHMPOBaHMS
1N CUCTEMA MNOAPO6HbBIX OTYETOB OH6eCneymBatoT 3GDEKTUBHbBIN KOHTPOMb
6€30MNacHOCTM GaNoBbix CEPBEPOB, YTO MOMOraeT COKPATUTb PACXOAb
Ha UX CoAepXKaHue.

MPOAKTUBHASA 3ALLINTA

PellieHWe COAEPXKUT IBPUCTUYECKUI CKaHEP, CMOCOBHbIN OBHapPYXMBaTb

C BbICOKOW TOYHOCTbIO flaxke To BpeAoHocHoe MO, crMrHaTypbl KOTOPOro elle
He 6binv [O6aBNEHBI B 633y AAHHbIX.

OBJIAYHASA 3ALLNTA

O6nayHas penyTaumoHHas 6a3a yrpo3 Kaspersky Security Network (KSN)
obecneyrBaeT CKopenLiee pearMpoBaHne Ha HOBbIE YrPO3bl, YBENNYMBAET
3PPEKTUBHOCTD 3aLLUMThI U YMEHbBLIAET PUCK JTOXHbIX CPabtaTbIBAHMI.

KOHTPOJ1b 3AMYCKA MPUTOXEHWIN HA CEPBEPAX

KOHTPONb 3aMycKa MPUNOXKEHWIM OHBECNEUYMBAET UCKTIOUNTENBHYIO 3aLLNTY.

C NOMOLLBIO MPaBW MOXHO Pa3peLlnTb MV 3aMPeTUTb 3amyCK MCMOMHIEMbIX
barnoB, CKPMNTOB UK NakeToB MSI, a Takxke 3arpysky Ha cepsep moaynen DLL.

3ALLUNTA OBLLNX MAMNOK OT NMPOIrPAMM-LLN®OPOBAJIbLLIMKOB
Ecnn Ha KakoM-nnMbo MallMHE 3aMeYeHbl MOMbITKM LUMGPOBAHKS, MPUIOKEHME
ONOKMPYET ee AOCTYMN K N0HbIM CETEBBIM GAMIOBLIM PECYPCAM.



Kniouesble pyHKLUMU

» 3aWmTa OT BPeAOHOCHOTO 1O B pexumme peanbHOro Bpemenn ang GannoBbix CepBepOoB Ha 6a3e NOCNEeAHMX BEPCUI
Windows (skmiouas Windows Server® 2012/R2), Linux 1 FreeBSD (Bktovas Bepcuio Samba ang obenx OC)

» 3almTa TEPMMHanbHbIX cepBepoB Citrix 1 Microsoft
» [NonHasa NoAAEPKKa CEPBEPHbIX KNACTEPOB

* MacwTabrpyemMoCTb — BOIMOXHOCTb PaCLUMPEHUS CUCTEMBI 3aLLMTbI MO Mepe POCTa KOMMaHWK, MOAAEPKKA
M 3alLMTa Aaxe CaMblX CIOXHbIX reTeporeHHbIX IT-MHPPacTpyKTyp

e HageHOCTb, CTabUNbHOCTb WM BbICOKaS OTKa3OyCTOI>IL-II/IBOCTb

. OI‘ITI/IMIA:%I/IpOBaHHaﬂ VMHTENNEKTYa/lbHaa TEXHONOIMNA CKaHMPOBaHNA C FMOKMM HaCTpOI?IKaMI/l, BK/ItO4YatoWas
MpPOBEPKY Mo Tp€6OBaHI/HO M MPOBEPKY KDUTUHECKMX obnacTer CUCTEMbI

L ﬂ,OBepeHHble 30Hbl — MO3BOJAIOT NCKTIOYUNTL M3 MPOOBEPKM JOBEPEHHbIE MPOUECCHI U XPaHWAMLLA, YTO MOBbILLaeT
MPOV3BOANTENBHOCTb CMCTEMbI 3alLlNThbI, CHMXXadA I_IOTp€6J'IeHI/I€ PeECYPCOB MpK CKaHNPOBaHWN

o KapaHTWH 1 pe3epBHOE KOMMpOoBaHWe GaltnoB Nepe nx NeyeHem Uan yaaneHnemM no3poasioT B Cyvae MHUMOEHTa
BOCCTaHOBWTb AaHHbIE, HEOBXOAMMbIE [I18 €r0 aHanm3a

* [/I301MPOBaHME 3apaxKEHHbBIX PaBOUMX MECT

* LleHTpann3oBaHHasa yCTaHOBKA, YNpaBneHue 1 O6HOBNEHME
e [MBKMeE CLueHapWM pearmpoBaHmg Ha MHUMAEHTHI

» [ToopO6HbIE OTHETHI O CTaTyCe 3alUMThI CETH

* CycTemMa yBeOOMAEHWIM O PabOoTE MPUNOKEHMM

« [Nopaep)ka MePapXUYECKMX CUCTEM XPaHEHMs AaHHbIX (HSM)
» [lopoepxka Hyper-V 1 XenDesktop

o CepTtndumkat VMware Ready

» Mopnepxka ReFS

KAK MPUOBPECTHU T
PeleHune Kaspersky Security ans Gamnosbix CEpBEPOB AOCTYMHO B COCTABE CNEAYIOLIMX IIA " E K

NPOAYKTOB NNHeNKK Kaspersky Security ang 6v3Heca: Ten. (343) 219-73-53, 350-78-76
« Kaspersky Endpoint Security ans 6msHeca CTAHOAPTHbIN E- mall adm@htek ru
) . - Skype Litek-online
« Kaspersky Endpoint Security ana 6vsHeca PACLUVPEHHBI Skype Litek-Sales
« Kaspersky Total Security ans 6m3Heca
Kpome Toro, Kaspersky Security ang dannoBbix CEPBEPOB MOXHO NPUOOpecTu
oTAeNbHO. YTOOLI BbIGPATH HYXKHBIM BaM MPOAYKT, MPOKOHCYNbTUPYMTECH CO NOAPOBHEE:

cneumanMcTamMmy  KoMnaHum  Jlntek - oduLMaNbHBIM - MapTHEPOM .
http://www.litek.ru/catalog/
«JlabopaTopun Kacnepckoro» 28-kaspersky-file-servers
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Microsoft, Windows, Windows Server v Hyper-V — TosapHble 3Haku Microsoft Corporation, 3aperucTprposaHbie B CoeanHeHHbIx LLiTaTax AMepuku 1 8 Apyrvix 0
CTpaHax. Linux — ToBapHbIV 3Hak Linus Torvalds, 3apervctpuposanHsii B8 CLUA v B Apyrux cTpaHax. 3Hak FreeBSD sBnseTcs 3apericTprposaHHbiM TOBaPHBIM 3HAKOM I(A P E R I(v []
doHna FreeBSD. Citrix 1 XenDesktop — ToBapHble 3Haku Citrix Systems, Inc., 3apervictpuposatHble 8 CLUA 1 B apyrvx cTpaHax. VMware — ToBapHbii 3Hak VMware, Inc, A —
3aperncTpuposaHHbivt 8 CLLIA 1 apyrmx iopucamkLmnsX.
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