KASPERSKY SECURITY .
AN MOBUJIbHbLIX YCTPOUCTB

MHoroypoBHeBast 3alumTa, yrnpaBneHNe 1 KOHTPOb MOGUIIbHbBIX

paboymx MecT

Mo6unbHble YCTPONCTBA BCE Yalle CNyXaT MULLEHbIO A5 aTaK KM6epnpeCTYNMHUKOB.
B TO e Bpems, NONTUKA MCMONb30OBAHUS INYHbBIX YCTPOMCTB B PaboUmx Liensix
(Bring Your Own Device, BYOD) pacwwnpsieT ananasoH yCTPOWCTB B COCTaBe
KOPMOpPaTUBHOW CETU, YTO co3aaeT IT-agMUHUCTpaTOpamM AOMNONHUTENbHbIE
CJIOXKHOCTM B YNPaBNeHUU N KOHTpone I T-MHGpacTpyKTypbl.

Kaspersky Security Anst MObUbHbIX yCTPOMCTB ObecneymBaeT 6€30MnacHOCTb YCTPOMCTBA
HEe3aBNCMMO OT ero MeCTOHaxXOXAeHUs. PelleHune 3almiaeT OT MOCTOSHHO Pa3BMBAIOLLETOCS
BpeAoHOCHOrO MO ang MoObUsbHbIX YCTPOWCTB 1 MO3BONSET OCYLLECTBASTE MOHUTOPUHI

N KOHTPOJIb CMapTHOHOB M MIAHLLETOB B BalLEM KOPMOPATMBHOWM CETU U3 €ANHOMO LIEHTPA

N C MUHMMAaJbHbBIM BAVSIHWEM Ha pabOoTy NOMb30BaTENEN.

NMPEMMYLLEECTBA PELLUEHUA

eHanexHas 3awmTa
oT BpeaoHocHoro MO

*3awmTa OT cnama 1 GULLMHIOBbIX
CCbIIOK

*Be6-KoHTponb
¢ KoHTponb nporpamm

* BbisiBneHve nonbIToK pyTUHra/
LKennbpenknHra

* KoHTenHepm3aums
* AHTH-Bop

*YripaBneHme MO6UIbHbIMM
YCTPONCTBaAMM

[TopTan camoo6cnymBaHus
e LleHTpanun3oBaHHOE yripasieHue

e Be6-KOHCONb

NMOAOEPXWNBAEMbBIE
MNNATOOPMbI:

¢ Android™
*iOS®

*Windows® Phone

OCHOBHbI€ BO3MOXXHOCTH

MEPEOOBASA 3ALLUTA OT BPEOOHOCHOIO MO

N BE3OIMACHOCTb JAHHbIX

B onHoMm Tonbko 2014 roay «JlabopaTopums Kacnepckoro» 3aprkcmpoBana
noYt” 1,4 MAH. BPELOHOCHbIX aTak Ha MOGU/bHBIE YCTPOMCTRA.

Kaspersky Security Ang MoO6unbHbIX YCTPOMCTB COYETAET 3aLLUMUTY OT
BPeAOHOCHOrO 1O ¢ ApyrMy TEXHONOTUAMKM 6E€30MaCHOCTH, YTO MO3BONAET
06ecneymTb MHOIOYPOBHEBYIO 3aLLUMTY AAHHBIX, XPAaHALMXCSH Ha MOGUIbHbBIX
YCTPOWCTBAX, OT M3BECTHbIX U HOBbIX YIrPO3.

YMNPABJIEHUE MOBWJIbHbIMU YCTPOWUCTBAMMU (MDM)

VIHTEerpaumsa co BCEMU OCHOBHbBIMM MNaTGOPMaMm AN yrnpasneH s
MOBWIBHBIMI YCTPONCTBAMM MO3BOASIET OCYLLECTBNSTH PA3BEPTbIBAHME

1 KOHTPOAb yaaneHHo (Over-the-Air, OTA), 4TO 3HaUUTENbHO ObNeryaeT 3almTy
1 ynpaBneHue yCTponCTBamMm Ha 6ase Android, iOS n Windows Phone.

YMPABNEHUE MOBWTIbHBbIMU MPUJTOXEHUAMK (MAM)
/1301MPOBaHHbIE KOHTEMHEPBI ANS MPUNOXKEHWNI 1 BO3MOXHOCTb BbI6GOPOYHOWM
OUMCTKM MaMATK YCTPOMCTBa MO3BONAIOT Pa3aAeNMTb KOPMOPATUBHYIO

W INYHYIO UHOOPMAUMIO, XPaHALLLYIOCS Ha YCTPOMCTBE COTPYAHMKA.
CoyeTaHye GyHKUMOHaNa WmdpoBaHMa 1 3almTsl OT BpeaoHocHoro MO

B cocTaBe Kaspersky Security g MOGUbHbLIX YCTPOMCTB AaeT BO3MOXHOCTb
06ecneynTb MPOAKTUBHYIO 3aLLUMTY MOBUIBHOIO YCTPOWCTBA, a He MPOCTO
M30NMPOBaTh YCTPOMCTBO U XPaHALIMECS Ha HEM [laHHbIE.

LUEHTPAJTIM3OBAHHOE YIPABJIEHUE

BO3MOYHOCTb yNpaBnaTs MOOUIbHbIMKW YCTPOMCTBAMY Ha 63a3e pas3inyHbIX
NAaTGOPM Hepes Ty Xe eNHYIO KOHCOb, KOTOPas CNY>XUT 9 YPaBIeH S
3aLUMTON OCTafbHbIX PAOOUNX MECT, 3HAYUTENBHO YNPOLLIAET BhINONHEHWE
33724 MOHUTOPWIHIA U KOHTPOAS 6€3 MPUMEHEHUSI AOMONHNTENBHBIX YCUIM
VSTV TEXHONOT .



OYHKUUM 3aLUTbI U YNPaBAe€HUSA MO6UJIbHbIMU YCTPOMUCTBAMMU

HAOEXHASA 3ALLWTA OT BPEAOHOCHOTIO MO
CurHaTypHas, NpoakT1BHas 1 0bnadyHas (C NMOMOLLbIO
Kaspersky Security Network) 3auimta OT M3BECTHbIX M HOBbIX
BPENOHOCHbIX MPOrPaMm A1 MOBUbHbBIX YCTPOMCTB.
[MpoBepka Mo TPebOoBaH IO 1 MO PACMMCAHNIO B COYETaHUM
C aBTOMATUYECKMMIM OBHOBNEHMMI OHECNEUMBAIOT
NONONHUTENbHbBIV YPOBEHL 6E30MaCHOCTU.

SALLNTA OT CINMAMA N PULLINHIOBbIX CCbINTOK
MoLLHble TEXHONOM M BAOKMPOBAHKWA Chlama M GULLINH-
FOBbIX CChITIOK 3aLLMLLAIOT YCTPOWCTBO M XPaHALWMECs

Ha HEeM [aHHbIe OT QULLMHTOBBIX aTak U MOMOTatoT
OUNBTPOBATH HEXeNaTeNbHbIE 3BOHKM 1 COOBLLEHMS.

AHTUN-BOP

B ciydae yTepu v Kpaxku yCTPOMCTBa BO3MOXHA YaaneHHas
AKTVBaLMS TakMX GYHKLMM KOMMOHEHTa AHT-BOp, Kak
YAANEHWNE AaHHbIX, BIIOKMPOBKA YCTPOWMCTBa, OnpeaeneHmne
€ro MECTOHaxXOXAEHWS, ONOBELLEHNE O HOBOM TeNePOHHOM
HOMeEpE YCTPOWCTBA B C/ly4Hae 3aMeHbl B HeM SIM-kapThl,
TanHOE GOTO HECAHKLIMIOHVPOBAHHbBIX MOMb30OBaTENEN U
CcupeHa (BKIIIOYEHE Ha YCTPOWCTBE 3BYKOBOIO CurHana). B
33BUCKIMOCTM OT CUTYaLMM, DYHKLIMOHAN KOMMOHEHTa AHTW-
Bop MOXET MpUMEHSTLCS O4eHb MMBKO. VHTerpaums ¢ Google
Cloud Messaging (GCM) no3BonseT akT/B1pOoBaTh GyHKLMM
NPaKTUYECKM MITHOBEHHO, YTO O6ECNEUMBAET ObICTPYIO
pPeaAKLMIO 1 MOBbILIAET YPOBEHL 6€30MacHOCTH. Kpome

TOro, NOMb3OBATENb MOXET CAMOCTOSTENBHO aKTVBUPOBATbL
HY>KHble QyHKLWM Yepes [opTan CamoobCnyKBaHWS,

6e3 BMellaTensCTea [ T-aaMyHMCTpaTopa.

BEG-KOHTPOJ1b U BE3OMACHbIN BPAY3EP
JlaHHble TEXHONOM M PabOoTaloT B PEXMME PEASTBHOMO
BpEMeHW 1 Npu noaaepxke Kaspersky Security Network
ONOKMPYIOT IOCTYM K BPEAOHOCHbIM U HEXeNaTeNbHbIM
BebO-CalTam. besonacHbI 6pay3ep MCNONb3yeT MOCTOAHHO
OBHOBIAEMYIO PEMYTALMOHHYIO 633y MHTEPHET-PECYPCOB,
YTO rapaHTUPyeT MOBUAbHBIM MONb30BaTENSAM HE30MacHoe
noceuleHne Beb-CcamToB.

KOHTPOJ1b NMPOIPAMM

VIHTerprpoBaHHbIv ¢ Kaspersky Security Network, KoHTponbs
NPOrpamm AOMYCKaET MCMOMb3OBAHME TOMBKO pa3pe-
LUEHHbIX MPOrPamMm, 6IOKMPYS 3aMYyCK HENMMLIEH3MOHHOTO
v HexxenatenbHoro [0, BeinonHeHe HEKOTOPbIX GYHKLN
Ha YCTPOMCTBE MOXHO OFPAHNYTb 3a CHET OOS3aTENBHOW
YCTaHOBKM ONpeaeneHHbIX MPUIOKEHWIA. TakKe MOXHO
NPUMEHNTb MONUTYIKY, TPEOYIOLLLYIO OT NOJb30BaTENS
I“IOBTOpHOI;I aABTOPM3aLIMIN B TOM Clydae, eCnn NMprnioxeHme
He 1CNOoNb30BaNach B TeYEHE 3aaHHOrO NeEPVOaa BpeEMEHN.
DTO NO3BOASET O6ECneYUTh 6e30MaCHOCTb AaHHbIX, AaXKe
ec/v yCTPOWCTBO, Ha KOTOPOM paboTano NpUIOKEHNE,
ObINO YTEPSHO UM YKPAAEHO.

KAK MPUOBPECTU

PelieHne Kaspersky Security ans MOGubHbIX YCTPOWCTB AOCTYMNHO B COCTaBe

CnenytoLIMX MPOAYKTOB NMHeMKIM Kaspersky Security ans 613Heca:
« Kaspersky Endpoint Security nns 6vsHeca CTAHAPTHbIV

« Kaspersky Endpoint Security ans 6usHeca PACLUVPEHHbINA

« Kaspersky Total Security ans 6usHeca

BbIABMEHWME NOMbITOK PYTUHIA/
JYKEMNTBPEUKUHIA

ABTOMaTUYECKOE BbIIBNEHME U YBEAOMIEHWNE
AOMVHVCTPATOPa O MOMbITKaX PYTUHIa WAV IXKENOPEVKMHIa
MOMXET COMPOBOXAATHCH aBTOMATHNHECKOM BIOKMPOBKOW
OOCTYNa K KOHTEMHEPaM, BbIGOPOYHOW 1 MONMHOM
OYMCTKOM MamMaT YCTPOMCTBA.

KOHTEMHEPU3ALNSA

KoHTemHepu3aLmsa NO3BONIET Pa3aenTs INYHbIE

1 KOPMOPATMBHBIE NaHHbIE, MOMECTMB MPUNOXEH S
B CreumanbHble KOHTenHepsbl. 18 3amMTbl KOHOK-
LEHUMANbHOW MHGOPMaLIUM MOTYT MPUMEHATLCS
[OMONHUTENbHBIE MEPbI, TaKME KaK LIMPPOBAHME.
BbibOpOYHas O4nCTKa NamaT YyCTPOMCTBA AaeT
BO3MOXHOCTb YAaNNTb C HEFO KOPMOPATUBHYIO
MHOOPMaLMIO, XPaHSLLLYIOCS B KOHTEMHEPaX, He
3aTparmBas nM4yHble AaHHble NOAb3OBaTENT — HaNpUMep,
eC COTPYAHVK MOKMAAET KOMMAHMIO.

YMPABNIEHUE MOBWUJ1bHbIMW YCTPONCTBAMMU
Moanepxka Microsoft® Exchange ActiveSync®,

Apple MDM 1 Samsung KNOX™ 2.0 nosgonseT
MPUMEHSITb LUMPOKUI CNEKTP MOAUTKK — Yepe3 eAMHbIN
MHTEPDENC, HE3aBMCMMO OT 3aMLLGEMOM MNaTOOPMbI.
Hanpumep, agMUHUCTPATOPbLI MOTYT 3a4aTbh O6sA3aTENbHOE
LMPPOBaHME U MCMOMb30OBaHKWE NapoNemn, OrpaHnynTb
MCMNONb30BaHWE KAMEPbI, MPUMEHSATH MOAUTUKINA

K OTAETbHbIM MOJIb3OBaATENAM MW FRYTMMNaM I_IOJ'Ib3OBaTeJ'I€I;I,
ynpaenaTb HacTpolkamm APN/VPN 1 T.4.

MOPTAJZ1 CAMOOBCIJTY>XXUBAHUA

[opTan CaMoO6CNYXMBaHMSA A3ET NOMb3OBATENAM
MOBWABHBIX YCTPOMCTB BO3MOXHOCTb CAMOCTOATENbHO
BbIMOMHATL HEKOTOPBIE 33Aa4Y — HanpUMep, MOAKTIIOYUTb
K KOPMOPaTUBHOW CETV HOBOE YCTPOWCTBO U aBTOMa-
TUYECKN YCTAHOBUTb Ha HErO HEOBXOAVIMbIE CEPTUPMKATHI
6e3 y4yacTusd aaMrHUCTPaTopa. B cnyyae ytepwn
COTRYAHMKOM MOBUABHOMO YCTPOWCTBA NOPTaN TakKe
NpPefoCTaBNgeT MOMb3OBATENO AOCTYM K OCHOBHbIM
bYHKUMAM KOMMOHeHTa AHTV-Bop.

LEHTPATM3OBAHHOE YIMPABJIEHUE

Bce MO6UnbHbIE YCTPOMCTBA YMPaBASKOTCS
LIEHTPAIM30BAHHO C MOMOLLbIO TOW e CaMow eayHOM
KOHCOM, KOTOPAs CNYXUT N5 YyNPaBNEHMS 3aLLUMTOM BCEX
OCTallbHbIX PabOUYMX MECT B COCTaBEe KOPMNOPATUBHOM
ceTn. Beb-KoHCONb MO3BONSET aAMVHUCTPATOPAM
KOHTPOAMPOBATL 1 YNPaBNATb YCTPOWNCTBAMM YAANEHHO

C MOB6Oro KOMMbIOTEPA.

M\UTEK

Ten. (343) 219-73-53, 350-78-76
E- mall adm@lltek ru

Skype Litek-online

Skype Litek-Sales

Kpome Toro, Kaspersky Security ang MO6UIbHBIX YCTPOMCTB MOXHO MPUOBPECTH

OTAENbHO. YTOOGBI BbIGPATh HYXHbIY BaM MPOAYKT, MPOKOHCYABTVPYMTECH CO
obuLManbHbIM - NPEACTaBUTENEM

CneuManMcTamMmn  KommaHmm  Jintek -
«JlabopaTopun Kacnepckoro.
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Microsoft, Windows 1 ActiveSync — ToBapHble 3Hakv Microsoft Corporation, 3apeructprposartbie B CoeanHeHHbIx LLITaTax AMepuku 1 B Apyrx cTpaHax. Apple —
3aperncTPUpPOBaHHLI TOBapHBLI 3Hak Apple, Inc. Samsung 1 KNOX — ToBapHble 3Hak1 KOMMaHWy Samsung, 3aperncTprpoBaHHble B CoeavHeHHbIx LLTaTax Amepukim
1 B Apyrvix cTpaHax. iOS — 3aperncTprpoBaHHbii B CoeavHeHHsIx LTaTax AMEpVKA v B APYTiX CTPaHax ToBapHsii 3Hak Cisco Systems, Inc. n/unu ee adduUAMpoBaHHbIX

KoMnaHwit. Android — TosapHbilt 3Hak Google, Inc
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