KASPERSKY SECURITY CENTER

EnviHast MolHass KOHCOJb yTpaB/IEHUNST BCEM PYyHKLMOHAIOM pPELEHNMN
«JlabopaTopumn Kacnepckoro» A/s 3allMTbl Pabo4Ymx MeCT, ¢pariioBbiX
CEPBEPOB, MO6UJIbHbBIX YCTPOWUCTB U BUPTYanibHOW I T-uHGpacTPy KTy Dbl

LleHTpann3soBaHHOe ynpaBneHne. MacwTtabupyemocTb. [M6KOCTD

He3aBMCKMO OT TOTO, yNpaBngeTe M Bbl AECATHIO
VAN HECKONBKMMM ThICAYaMU PaBOUYMX MeCT

B COCTaBE LIEHTPAIM3OBaHHOW, pacnpeneneHHoOM
WV cMmewaHHom IT-mHbpacTpykTypbl, Kaspersky
Security Center obecneyrBaeT NerkoCTb YCTaHOBKM,
HaCTPOWKM 1 YNIPABNEHWS BCEMM 3aLLUMTHBIMM
TexHonornamm «Jlabopatopmm Kacnepckoro» yepes
elIMHYIO KOHCONb ynpaBneHus. Kaspersky Security
Center no3gondeT obecnednts 3GPeKkTBHOE
yrnpasneHme MobuabHbIMK yCTpOMCTBaMK (MDM)

Ha 6a3e pas3NUYyHbLIX MNaTGOPM, MOHUTOPUHT
YA3BMMOCTEM U ypaBieHne yCTaHOBKOM
VMCMNPaBNEHWNM, a TaKXKE KOHTPOb YCTPOWCTB

M NPUAOXKEHWI, PaspeLleHHbIX K MCMOMb30BaHUIO

B Ballley KOPNOPATVBHOM CETW.

PeleHre NooAEPXKMBACT TEXHONOTUN
MHOTOYPOBHEBOW 3aLLMThI 1 YMNPaBNEHNS, KOTOPbIE
AKTVBUPYIOTCS Yepes eAnHYI0 YAOOHYIO KOHCOb.
Kaspersky Security Center nosBonseT nerko maclita-
6MPOBaThL CUCTEMY 3aLLUNTBI M AOOABNATL B HEE HOBbIE
MHCTPYMEHTbI Y QYHKLMM — Kak B HEOObLLVIX, BICTPO
PACTYLLUMX KOMMAHWSAX, TaK 1 B KPYTHbBIX KOPNOPaLmsax
CO CNIOXXHOWM pacnpeaeneHHom [ T-mHOPacTpyKTypOW.
Kax bV Cneayolmny ypoBeEHb peleHmns Kaspersky
Security ons 6usHeca OTKpbIBaET AOMNONHUTENbHbIE
BO3MOXHOCTM 3aLLMTHI U YPABNEHUS B PaMKax e AMHOM
M1aTGOPMbl — B COOTBETCTBUM C BALLUMM TEKYLLMMN
NOTPEBHOCTSAMMU.

YPOBHW KASPERSKY SECURITY OJ19 BU3HECA: NMOCNEOOBATEJIbHOE PACLUMPEHUE ®YHKLUMOHATA
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LleHTpann3oBaHHOE yrnpaBneHne Mo3BOAFET MOBLICUTbL MPO3PaYHOCTb KOPMOPATHUBHOW I T-MHOPACTPYKTYPbI,
ONTVMM3NPOBATL PACXObl 1 AOBUTHCH MAKCHMMANbHOM 2QPEKTUBHOCTI YNPABNEHWA CUCTEMOW 3aLLUMTHI.
TeCHO MHTerpmpoBaHHble YyHKLUMKM 1 MHCTPYMEeHTbI B cocTaBe Kaspersky Security Center (KSC) o6ecneymsatoT
3PPEKTUBHOE YIPaBIEHNE BCEMM TEXHONOTMAMM, PEATMIOBAHHBIMI B €ANHOW NaTopmMe 6e30MacHOCTM
«JlabopaTopuim Kacnepckoro».

Pa3BepTbiBaHWe, HACTPOWKa 1 ynpasiieHue 3aWwuTom

pa60tmx MeCT U3 eUHOro UeHTpPa no3BoIdatoT

LleHTpannsoBaHHbI BE6-KOHTPOJIb, KOHTPOJIb

NpPOrpamMmm U yCTPOMCTB NMOMOTaloT PErynpoBaTh

o6ecneynTb HaIeXKHYIO 1 aKTyanbHYIO 3aLUUTY
KaX[1oro paboyero MecTa 1 yCTPOMCTBa B COCTaBe
KOPMopaTVBHOWM CETH.

M OrpPaHNYIBaTbh MCMONb30BAHME HEXENATENbHbIX M
Hebe30MaCHbIX YCTPOMCTB, MPOrpaMm 1 Beb-pecypCcos.



MHCTpYMEHTbI 3aLMTbl U yNpaB/ieHUsi MO6UIbHbIMU
YCTPOMCTBAMU NMO3BONSOT LIEHTPAAM3OBAHHO
YNPaBNATb 6E€30MaCHOCTHIO MOOWIIBHBIX YCTPOWCTB

Ha 6a3e Pa3NnYHbIX MNAaTOOPM YEPES TY XKe eanHYIO
KOHCOJb, KOTOPAst MCMO/b3yeTCs 419 YNPaBIeHMS
3aLLUMTON PABOUMX MECT. DTO 3HAUUTENBHO YNPOLLIaET

MOHUTOPWHT 11 KOHTPOb 6E30MaCHOCTW KOPOPaTUBHOM

[T-1HPPACTPYKTYPbI €3 HEOOXOANMOCTY NMPUMEHEHWS
LOMONIHNTENBHBIX YT U TEXHONOTUIA.

MOHUTOPUHT yA3BMMOCTEN U yrnpaBneHue
YCTaHOBKOW UCMPaBAEHUI NMO3BONAIOT ObICTPO
O6GHaPYXMBaTb YA3BUMOCTM, MPUOPUTU3MPOBATL MUX

M LEHTPANIM30BaHHO YCTaHaBIMBATbL MCMNPaBAEHMUS.
AOMUHNCTPATOPbI pacrionaratoT NoaHOM
MHQOPMaUMen 06 OBHaPYXEHHbBIX YS3BUMOCTSIX.
lIcnpaBnerns n O6HOBNEHMS MOTYT YCTaHaBAMBATLCS
3ABTOMATUYECKM B KpaTyarlume CpoKM!, 4TO MOBbILLAET
YyPOBEHb 6€30MacHOCTM BCeW I T-nHOPaCTPyKTYPbI.

LleHTpannsoBaHHOe ynpaBjieHNe TEXHO/IOTUsIMMU
wundpoBaHUA obecneymBaeT AONONHUTENbHbIN
YyPOBEHb 6€30MacHOCTM, MOMOras NPOTUBOCTONATh
PaCTYLLEM YrpO3e NOTEPU AaHHbIX B PE3Y/bTaTe
KPaXM YCTROMCTBa UM BPEAOHOCHOW aTakMm.

PaclumpeHHble BO3MOXXHOCTU yNpaB/ieHUsi
BK/IIOYAIOT aBTOMATMU3MPOBAHHOE LIeHTPaNM30BaHHOE
aAMWHNCTPUPOBaHME CUCTEMbI 3aLLMTbI, B TOM YnC/e
y4yeT annapaTHOro 1 NPOrpaMMHoOro obecneyeHums,
co3gaHue obpaszor OC U NPUNOKEHUW, a TaKxKe
yhaneHHyto yctaHosky MO 1 AMcTaHUMOHHOE
YCTPaHeHWe HeMonaaokK.

Mopaepxka pabounx CTaHUUIM, MOBUNbHBIX
YCTPOWUCTB U BUPTYaJibHbIX MaLUUH AAET BO3IMOXHOCTb
YIPaBAATh 3aWLMTON BCEM | T-MHPPACTPYKTYPbI Yepes
eaMHYIO KOHCOSb, O6ecneynBas 3GGeKTUBHbIN MOHNTO-
PUHT U MONHbBIM KOHTPOSb KOPMOPATVBHOW CETU.

OCHOBHble PYHKLMU U NPpenMyLLEeCTBA

OMTUMANbHbIE HACTPOMKM NO YMOTYAHUIO
OCcobeHHO aKTyasbHbl AN9 HEGONLLIMX KOMMAAHWM,

y KOTOPbIX HE BCeraa xeaTaeT I T-pecypcoB

N5 BbINONHEHWS AONONHUTENbHbIX 3aad
AOMVHUCTPUPOBaHMS. VICMONb3YIMTE HACTPOMKM,
PEKOMEHOOBAHHbIE HALUMMK CMELMANUCTaMU, UK
BblGMpaKTE Te, KOTOPbIE HEOOXOAVIMbI UMEHHO BaM.

NOOLOEPXKA MYNIbTUNJTAT®OPMEHHbIX CPEL,
YnpasneHye 6e30nacHOCTbiO duandeckmx (Windows®,
Linux®, Mac), mobunbHbIx (Android™, iOS®, Windows
Phone) 1 BUpTyanbHbIX YCTPOWCTB B COCTaBe KOPNopa-
TUBHOW [ T-MHOPACTPYKTYPbl OCYLLECTBAIETCS Yepes
eIHYIO KOHCO/b.

MACLUTABUPYEMAS 3ALLNTA O19 KOMIMAHUN
JNKOBOTIO PASMEPA

Moanepskka 40 MUNIMOHa 06bekToB Active Directory®,
a TaKkXXe pasrpaHuyeHye npae adMUHUCTPATOPOB Ha
OCHOBE ponem 1 NPoOGUAM HACTPOEK O6ECNeYMBatOT
FMOKYIO PaboTy PeLIEHUS B CIOXHbIX Cpeaax.

LWMPOKME BO3MOXHOCTWU MHTEIPALNN
VIHTerpauys ¢ OCHOBHbIMUK SIEM-cucTtemamm ong
GOPMMPOBaAHUS OTHETOB 1 O6ECMEYEHMS 3aLLUMTHI.
VHTerpauyst ¢ BHellHMy cuctemamy NAC, BkatoYas
Cisco® NAC, Microsoft® NAP 11 cepsep SNMP.

! Patch Management Solutions Test, nposeneHHbIN AV-TEST
no 3aka3y «J/labopaTopun Kacnepckoro» B mione 2013 roaa

KAK MPNOBPECTU

Kaspersky Security Center BxoamT B COCTaB BCeX YPOBHEM IMHeMK Kaspersky Security
0151 BM3HECA, @ TaKKE Psaa PELUEHWIN 015 3aLLUMThI OTAENbHbIX Y3/10B CETU.

YTO6b! BbIGPATH HyMKHbIM BaM MPOAYKT, MPOKOHCYIETUPYMTECH CO
creumanMcTamMmm KommaHum JIuTek - mapTHepoMm «Jlabopatopum Kacnepckoroy.

© AO «JlabopaTtopusa Kacnepckoroy, 2015. 3aperncTpupoBaHHbie TOBapHbIE 3HaKy 1 3HaKK OBCTYXMBaHWS ABAKIOTCS COBCTBEHHOCTBIO X NpaBoO6naaaTenei
Microsoft, Windows 1 Active Directory — ToapHble 3Hakw Microsoft Corporation, 3aperncTpupoaHHsie B CoeanHeHHbIx LLUTaTax AMepuKm v B Apyrx CTpaHax. Linux —
TOBapPHbIV 3Hak Linus Torvalds, 3aperncTprposarHbi B CoeanHerHbix LLiTaTax AMepukm 1 B Apyrvix cTpaHax. Mac — 3apervcTpupoBaHHbI TOBapHbI 3Hak Apple, Inc
Android — TosapHbiit 3Hak Google, Inc. Cisco 1 iOS - 3aperncTpuposaHHble 8 CoeanHeHHbIx LTaTax AMepuku 1 8 Apyrvix CTpaHax ToBapHsle 3Haku Cisco Systems, Inc.

n/nnn ee adPUAMPOBaHHBIX KOMNAHMI

NOOAEPXKA YOANEHHbBIX O®PUNCOB
OnTrMM3aLms TpadrKa 1 rTMbKoe pacnpeaeneHme
McnpaBneHni. JlokanbHaa paboyas CTaHUMa MOXeT
BLICTYNaTb B POV areHTa OOHOBNAEHMUI AN BCETO
yAaneHHoro opuca, obecneympas yaaneHHoe
pa3BepTbIBaHVE OOHOBNEHWI 1 YMEHbLLIAas OObeM
Tpadrka Mexay oprcamm.

MOAPOBHbIE OTYHETHI

LInpoku cnekTp NpeayCTaHOBAEHHbIX
LWabAOHOB OTYETOB, C BO3MOXXHOCTHIO HACTPOMIKM
1 GOPMUPOBAHUA UHAMBUOYAbHBIX OTYETOB.
[lononHuTenbHasa AMHamMmueckas GrnsTpaums

1 COPTMPOBKA OTYETOB MO MOOLIM MaPaMETPAM.

BEB-KOHCO/J1b

[To3BonsieT obecneynTs 3QPeKTUBHOE yaaNneHHOe
yrnpaeneHne 6e30nacHOCTBIO PabOYMX MeCT

1 MOBWbHBIX YCTPOMCTB.

NOOLEPXKA BUPTYAJIU3ALNNA

PacnosHaBaHMe BMPTYanbHbIX MallViH U 6anaHc
HarpysKku1 B Nepuo MHTEHCUBHOW PaboThl, a Takke
npeaynpexaeHne CHKaIoLWMX MPOU3BOAUTENBHOCTb
AHTUBMPYCHBIX KLUITOPMOB» — 1 BCE 3TO Yepes eAnHYIO
KOHCO/b YMPaBNeHMs.
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